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(54) [^?gcD^*ic] mi=-m3\^^zsm'mm(Dmm<Dftib<Dh'~i7y]^xmizy7,y'j^ 



(57) [M»a] 

^ h-i^^^Xv'XT^A^J:!^;^^^, ^tLT, *^ai 

^'>'X5^A75tTi'-tXSn&Ci:SrL-lffc^aL'. ^ 
mh^AizXtiTi^^o *%Micj;-5^3>J>'X 




(2) If a¥ 1 1-51 1882 

mm ^n/c/W:ty<hU>y^-9-y y°Jl^ J; a~fS Ali^iJ n - K (Ditm ^ T 
a. ^>73:< t 1 ocDnytf i — ^i:. 

e . mmmm^^y^T--yy°(Dmicium'^rircm^w^?^ f u -y ^v-yfji^^^ 

tfMfiA»Jn- F^. M^iiX-r^y -/©FStciJXS^nfcM/W^t^ F V y ^V- 
y y°;V^ J; ZSmmAMJ^^l n - F J:bl$-r ^ ei i: j; D > WiM^^ i: ^ ^ . 

f. "T-^^m^L. Hx-yF^^il. ^tT^^c:^^cJ:-:3T. fiJ5t^^D^ 

g. ISn^tf zL-^;b^?)|^M. »J^fe§iHiM:7°^^-<- Fn- F^tbti 

^{1;^ /c g F - ^ > l^xia^SiJri > h° ^ - ^ Ao 
2 . tuSam' 1 J; lg 2 <Di\}lM^^tfM^^^^^f)\ 

a. F'i7xTgPp°p$5j;tfy7 F'>xTgPn"p>&$&^cWL. ^^-f^^FU^y 



(3) 1 1-51 1882 

/^-f F U >y ^A;^¥IS^Mnyifa~^^ci:':>TiaWofe(7)i: LT»Mtg 

c. /^-Y^^^ F U -y ^•r-^^A;^t-§/W^>^ F U ^y ^X4^-v^^ai:^ 

d. T^-^^A;^-r^T^-^Atf^ia^. 

e. 7^V>>~^;l/jifg>-}-°-Fi:. 

f. «Wa»^P^ih-r^¥l3i:. 



5. Mfti^N- F'^xrg-Pt'j]':,:^)^ mmmm^m.^^^izm^rh^:6. m^mzic 

6. mmvy F'j7xTg|3n°p;6^'3yb°n.--7^^>^''^y:x-;FrtfcmiiLTfc'D 

a. '>^< t 1 v> F-r>'^:7x-X^v'^^— ;F^. tusB^^^^^F 

U -y ^AtiSS'7DMHe<3f^ffl<^rci6tc#^c«/^5c$n/c. ^1 -tr^y FcDy7 F-^x 



(4) 



1 1-51 1882 



b. < ^ 1 -QOt'VWX K^-T/^^^ 
^^^^c{i;^Tl^^. If ^31 8 fcIEigOSBo 

10. tulSnyif ^ — ^^/Xf-A:6\ 

b. Mn>ifzL-^s^x7"A ^^g^iiij n > ^ - ^ >/ X 7" A +g :s.mmT ^ 



11. mir'~^-<-y.t)\ fiA^W^t;^ b U >y ^-7^"-^^-X^^^tcfl;^T 

a. 'fliIAA^?>^0^>;5:< 1 ocD^W^t;^ h U >y ^t^^yVP. fiAHSUn- F 

b. {glA;b^^cO^>;^< 1 OCD/^^^;^ h U ^y ^+)->y°7l/4ocfcm@Af^;^ij3 



(5) 11-511882 

r :^ > h ^ > ^ X f ij 0 T X -r >y 7°^ ^ 6 ^/u-^ V ^ ^ . gi5i<lg 1 2 f gg^ 

14. tij|Hil^XT-'y7°fc'J;t;MHe3Mfiffig5l<X7^-y7°A'5. tufBT^^-^^^^/O^ 

15. MfH}i{MS5RX7"^y7°^rc«t>jf3^iiX-T-^y7°fc«. a.--^;5;/^-K 
':>airiisijn- K^^b. mm(Dmic i-t-Dimwt^l^-'ryT.i-y^^^^y^ 

16. tutBib^^X-f-^yT';^^ MIMf ^1^W-r^cD^ctf)0H:i--^^?5:MHn- F 
^fgW-r§ C ^^#ty. i!iAl<It112tc,1Stilc^07^7i;o 

17. tiil51:bl$X-r^y:7°:^^ ffi»JOli^iJn~ K^' J;tjPMien- — ^;^3^fg3- 
F^ffll^^ffl-1^{iijiig|JX-r >y 7°^$ P>^C^O. lf5}<Igl2tCHH«07^rio 

18. ilutSibl^X^ ^y t/Tb'^. tuf2}ltft^g5}<X7^ >y y®rHlJciJX^^nfctulSf@lA 
©MtEililAiiBiJrn- Ffe J;U-'Mia^ F U «y ^X^. MfSmt Xv">y ^^^DRS 
^ci|xm^nfctr)fEf@A»j3- F*5d:tftuIB^ W^;>< F U >y ^X iiM-^^T^ t 

cfc D . MA^ft^fi^tciigiJ-r^ c ^^^ty. if5}<rgi2^cfSi^^o^-So 



(6) 1 1-51 1882 

20. ttmWnT.-ry'ftiK y-:^^yitXT-yy°t. 'f~-i^^T~±i^y't^ 
h ^ >y ^ y ^'^n - KfiJ D ^ T X ^ >y y i: ^ $ ^ ic^ts. If 1 2 ic IBi^® 7^?*o 

22. ^ 1 CD#1A:^}^?>(D^>^< 1 OcDiUtulC^lfi^nfcil 1 ©/W:^^ b 

*5t/^T. MfiAliBiJn- HV^X^^y h;0^\ MfS A»J 3 - K/^X^^y htci; D si 
SiJ$n§^>^< 1 A®^2 0f@A:6^^0{J>^< ^fe 1 ■ocDT;l/ii^UXAWtc 

a. ISIrtX-^<y ^"T^'pT. 

i . mm 1 cD{@A^cj;^f®AIM3- FcDMJi^i;. 

ii. 1 Ofl5lA:^^e.(^/W:^>^ h U >y ^tf-y^Vl/OA^^Ji:. 

ill. Mm 1 ofsAt^: J: DjiJR^nrcigfiA^S'in- vic^K>mm~$nrmm 

Airan-HV^X^^y btDiiia^itf^-r^cii:^:. 

iv. 1 comAfj'ibm.^nrm^'i^^?^ h u >y ^-y-y^vi^^. mmtR-^nrc 

fSAfiJ^iJn-HV^X^^y brtJctXtu^cl&lfi^nfc^^-r^^ h U ^y ^^^yr;b^7Dl^ 
•rn;^^^i:bf$'r§ci;{cj:D. 1 ^OfHA^Cci: D A;^$nfcM/^^;?r-^ h U ^y 

^>^< 1 OCO^W^^ h >y ^tf->'7°;Vi:J:b^Tr;V:3~UXiA6^^c:x::i— ^ 

V. LM+>->'7°;I/7b\ ^^>?5;< ^fc 1 AtDm2 0liA;b^^^DM^>^< hfe 1 

b. 3M{S1Sg5}<X^>y:7°-efeoT. 



(7) 1 1-51 1882 

ii. mmi(Dmxij'^(Dmxti^tirc^'^^:t?^hVy^^>':fji^. mxti-^ 

23. }2l{faS>J<XT-'y 7°iDrEgtciJXm$nfc:^>^< 1 O^D^W;^y^ h U <y ^ 

^$n/c^^^:^y< h'J'y^-9-yy;P4oi:milAliSij32-Ki:^Otb!|i5^^ ica:oT 
fHA'Olwj-fji^fiJ^-r^. Sfifl^^ h-^yUXIM^^e rt-^v'XT^i^-eS 

a. ^>^< i: t 1 ocDrnytf zL — ^ i:, 

b. M»tX-r->y7°£DrHltc. f@A^c. < t 1 oO/^-T^-^^ h U ^y 

c. M3Mft«ig5j<X-r^yycDrHltc, MAt^i^ < ^ t 1 ocD/ F U >y 
^•9-y7°;b*5j;miAllMn- F^SJgQ^jfcA^^^i:^. ^ 2 OiJXJIfe^t^g/^ 

^Ctlc^-DX. MUX^^ti/c/^-r^y^ FU ^y^-9-y7°;^4oJ;U■~M^@AliSlJ:3- 
F^iSI^I 1 feJ;t5iSm2t^iim¥l5*^^iS3yi£aL-^-\^}^f=t-^. ^ 1 toi^g 



(8) WmW- 1 1-51 1882 

24. itulE^ 1 toJ^Zim 2 

c . jSAiiS'J^- F^A;^t-^^>^< i o<^t^-^A;^#©T$.oT. 
d. BS^W:t>< FU-y^A;^¥^S. ISt"-^ Ati^lSfc'i:r>miifS5^^tgSJgi! 

25. tuIB/^^^t^ F U ^y ^A;':j¥IW\ MfBn y if ol-^^c^^ LTi-:^ffifc^ii 
$n/i/N- F'>xy»J:3- F^WLTfc't). M/n- F'^xriiSiJn- F^'^. 

F U >y ^A;^#©^|g::i>e.rL-^^ctoTiaWOfcOi:LTIiSiMtg 

26. iff IS/ N— F X 7" gilp"p7b'5. 

a. 7^-^:SrM-r^'>^< 1 n >lf n.— ^-^ >^'^^v>':x-;bi:. 

b. ■r-^^'i:D^^y:7 F'i7xy^M,^-r§rf^SnItgp<^U^i>^i-;F4oi;a^'^^ 

c. F U >y ^7=-^^A;^J-r^/W:^^ FU >y ^X^^-v^^Hi:. 



(9) ^mW- 1 1-51 1882 

f. m7-^^^.^m±'r^^mt. 

27. tf^IB/^- F'^xTgisB^n;^^ mmmmm^^-^^icm^r^.^^. tmmznz 



fS^TV^^. if5f<3l23tCfBic^^^go 

31. tiifHn ti° J. — ^->x-r A753^\ 

a. {J>^< ^fc 1 ^(D^g^fiJ^^/tf^-^S/X-rA^. 

32. mx^^^mmic] — ^^^ljciissijl. ^iigij^sgii-r^T^riT^oT. 

- F t)mm $ n ^ . )Mf g ^S3J<X 7" ^y 7° ^ . 

c . Miltm^^X-r-^y yc7)PEljtcra^n/ciS/^-r;r?< F U ^y ^-9-y7°;l/*5i: 



(10) ^mW- 11-511882 

^XfiJD ^TXT-^y y^^?>fc-g-A>T-l^;g.. liA}<li32tcfa«c 

a. 

^-a-CS-. lf3l<Jl32^cf2«(7)7a^o 



(11) 1-5 1 18 8 2 

F^fflV^TtT^n^o T'^-Jh^-}^ (debit card) T^a^M^PiA^^il^ 
F^/cii rXN'-F;^-F (smart card) J ^^O) — ^yiC^-^Xf^mt 

— J: t> V- ^ -V y F A'^^ c (D\m^.^vm\''ii t i.xmn'r ^ n<Dmfi tmt^^ 

^x^-^'7fxitrj:\,\ ii(T)ctit. h — ^ycDJE^r^pm^i^AnoDmAt^cn^ 

(Dh~^y^mv^x^~^^yh^^ xjm(Drmm^^micmmn^^it rc^\.^ 

— F. ^^n/i;b-F. fe^vHi^^jg^- F^^J;^*>cD-efe§o ^W-jYii — 
FtifilAI^SiJn— F (personal identification code) (P I C) ^f^fflb^^tt 
n(f{g^^l^7ci6. r/}^:^- FA^ijiA^D^tcMo/t^^. F^ft^tc^^;^^ 



(12) ^tS¥l 1-5 1 18 8 2 

h U ^y7°^?TF^tfbL. WMy^X^-^ ^ti~Y\cumm^^r]^mr (emboss) 

T^'e-y h;?7-F«fiAiisijr3-K (PIC) iiiifetcmi^^n^o -r^ 

SlTfe^o L^^b. ^^^IM^fflv^T. ^aEB^:^-Ff:SW^:6^p>P I C^f# 
TfeD. C©ii^lif&tci^. >-a ^y Ify^^^^-zV^cfeD. IE#^^^@S-r ^/b^ P I C ^ 
Emt-r^ Fn-ftD7K.il CD HI MitlAi/^^ (automated teller m 
achine) t"^^"^ A T M;^)>P>. Ctlfe P I C ^laSt-^ > FfflMrBBt.';^. 

ti^BgJl (POS) T^V^x. 4oj;tf^- F{*W^:OUTM-eP I C:SrA:/7-r^ 

^ ^ A T MllTffl I ^ T ^ CD^M^ nj^ /b^^^ § t ^ CD § o 
Fgx?h>X7^AcDf$ffltc-3l^Tfi1^S*6^^^M{i:-l±'rtc F-^>^^ML/to cl 

MID. ^/ctiejig:^ijn^fc§^f«cD5lJ^n:^)^^fe§o ilti^®^^-7°cD^M«# 



(13) 1-5 1 18 8 2 

wrrt^v^^^ tj^MLri^^^o T.-^-hti-y^it. s^fu^D^-x-An^tf^- 

^ ^ U . It^ 7^ - ;1/ ^ >y -b - J; t/NIS ©'it? Mfi:^'^~)£ <ffll^?>nTl^§o 

(identify) ^6i*^4?)^7a^S*^^^V>o 
X X T- A -ft !/ ^ PhI n ^ $ n T I ^ ^ o 

T^fe^/W:^^ h U ^Xt. flilAliSiJn- KiicD^^^cSot^T:!— tfcO-fiAliSiJ 
^ l^t fiiE § cl % ^ r: > tf ^ - ^ X 7^ A g ^ n T I ^ ^ o 

< 7^-feXU ^JiX h^r?l^^t-^/ci6^CFrrlr#(0i^jg!t% (proprietary obje 

ct) ^mwu. it^L. ^i:^-r^>i:^M'a^^<■r^H^fx§l>'x^AA^i^^g^^n 



(14) 11-511882 

. A:^$nfc^W;tp< ^';>y^+^y7°;l/$5J;t^^0Alig|J3-K^|;tl5t-§¥©>& 
fix.. $t$"^?5;-f^-^/^Xfc'J:t;^^U^S>^n.-;l/^ii;^/c. 3>tf^ — 
>y ^y-^4-^X bi/X7"A^flx.Tl^^o ^fc. *#§Bi!ii;. b U >y ^X 

4oJ;m@Ag^SiJn-KAtf«^. i/^o/c/ufiaAO|W]-'l4;6m^^nrcm> 
$n/c b^>-9^^<>^/3 >fc'J;t532iM^4-^X h^/X-rAtcJ: DUff -T^tf fg^if #t 

ifRl*fe'i:t>V^--Y:t^ b';^y^XA;^^B^cJgM-r^^©^^f«x.Tl^^o 

. /w^>< hu ^y^x-p I c ( RiAf^sun-Kj ) comitmm. ^^nh 

CD Pal f@ A tc J; D tXM al^i^ ^ n/c %]m 3-F^-^cOMAtc Mj^-T ^ c J; o 



(15) #^¥l 1-5 1 18 8 2 

< 1 ■oo^W:^^ >y ^A:^^il^. b) wmv'-i^^Xtii.. mnT^ 

VBiy^-jlt. ^W^^ F U >y ^7^-^;&Atlt-^^W:t^ FU^y^X^^^^ 
^e^. f^^-^^A/jt-^T^^-^Atf^g^s T^V>>^^;Fjifi^t°-F^. ^fl;^ 



(16) 



1 1-51 1882 



fiAi^I^iJn- F^. ^i5m3-F^^^$i^§Jl^^^^^46e)n^o ^^om. 
fMS^XT->y7°tc4oi/^T. dMAt^^^-r^^ F U ^y ^X^t>7';^^'J;tf{gIA 

3 - F miL% ^ T- -J f(D \z znrc^(Dh i\m ^ n § o m\ 

{lilA(cM}J^^n^o 

i-XMfc:ls3;^ifeT^ci:bTm^^nTi^^fgIA^ ^/c^^^tcim^c J; D 
X-T-^^cM^^il)i^fc{iIAA^^^^6P)nfc^^-Y^;>< F U -y ^Xt>->y;F^. 

iv^^:t^ F U >y ^X^>y;F:&. fe^fSAIiSiJn- F^c J; D liSU^n^®?^^ 
X^^y F^c^lfiL. flSIAt^^W:^^ F U ^y ^X-9->y;F:fc J:MAfiSiJr3- F^ 

^mm^y^--ic^<omm-$tirc\ ^'jiy~-7o:)mAmm::i~-v c rp i cj ) 



(17) 



1 1 - 5 1 1 8 8 2 



V y ^m'^M'^ti^t. "f-^mm-ty^-ioK IB'llt-^^i:^$t)Ll^ (condus 
tive to) t/^<-0;^^cDP I C y^'^AfcMi^f ^7u?4to43V^T4o C ^fe^tl^o 

^om. f^-^^m-fe^^-^^. iim^n/ccn^cD^w^t^ h u ^i:. pi 

tOSMMLfc^W:^^ h';^y^X^r^flOt-^C^:^<. 1><0;^^(7)P I C:t7°>^3 

$n/cm 1 (D^W^^ b U <y f@AIi^ij3- HV^X^>y b^ffll^T 

-bv^X^^y h^ci:DliSiJ$n^^>^< l A^D^ 2 ©f@A7b^e)t^^>^ < 
1 ocDr;I/ri~';Xi:.6^fczL- — ^75:||2cD/^-r:t^ h U >y ^-^t ^^Vl/^-a".^ ^ ^ 
^ T^ri^^'^^gfA^n^o CCD7^ri{i;. S-r\ l^ll^X-r^y^^Ta^oT. a) Ig 1 tOfil 
At-cfc^t^mn- y^aDM'Ut. b) ±HBm 1 ^DMAtc^^fiAiiS'J:!!- h'OM^R 

1 OfHIAic DMR^n/ciSAIiSiJri- Hlcj: DligiJ^nfcfSAtrarn- HV^X 

^>y hcofuB^^^-r^ei^i:. e) ±mm i (DmAfo^^m^tifc^'^^^^ hv 

/c/^-r:t^ h U ^y ^^>7°;V©l^-rnA^tl:b$$t-§C^fcJ;i9. ±1211 1 OfSA 
J; D A/j$n/c/^^^y< h U >y ^-^^^y^jlfoK 'pr^< 1 A®ll2 0f@Atc 



(18) 'it^mW- 11-511882 

±1211 1 (^{iA:^^6(7:)Atl^n/c/W;t^ h U ^+^>'7°;l/^}liR^nrd@ 

. j^fMg5j<X-r^y7'"TSoT. a) ±IBIfI 1 OfSAt^i: D ±H2jl*R^rL/cflSIA 
mm'^-\^^Xt}'r^^hh. t) ±12111 (^'flilAt;:^D^W:t^bU^y^^t> 
■7°;U^A;^jt-§c^i;. }^fS^tS^x-^>y r^fe-^t?o tbl5 

X-T-^yX-e^oT. a) ±12^ 1 OfiA^ci: D Ati^n/c±l2f[SIAIiSiJn- Ktc 
cl:'9f^!^iJ$tl^fglAii;^ij3-HVSX^^y h^1^'^'-r^ei i:i:. b) ±f2lg 1 ^OfS 
A7b^BOA;^^n/c/^^:t;^ V') ^^y-f)\^^. ±t2A^^n/c:f|SIAiiSUn- 
HV^X^'y htcfcnt^±f2^>^< 1 AC)||2®feiA*^p)^0±9E^>^< i 
oto^lf^ ^ ti/c^ W ^ ^ h 'J ^y ^ >X;l/ 1 i;t:$5-r Mm^Pl ^ /c 

a) K7b'^5afi$niitT$n^ciijcj:oT. w^^^c;^. ^IfX 

7^>y7°h. b) ±l2iiSiJiam^fc^J:±H2|iJ/E:^)'^^:nMb^ng^$ti^. mti^^- 
c ) ±I2m 1 (DmK<Dmm \c ^ ^ /c-^ \^ . ±l2^i5m n - F *^± 
I2i5 1 ©{ElA^^^f^^ti^. JiTj^XT-^yX^. ^t^C^o 

l^T. rL— tf-(J:, VI S AN E T®J:5^fficD3teL^^coMjE^n/ir3>lf 
-^i/XxAi:lljf1^6^tc-r>^-^^7^^7"T^fe^. :*fg0;!^i:J;;54-^X 

-^>-XT-A-\i;iajt. r^-txu ^3:x h^iim-r^sc: i:«M$n/ci>o i; 

-:5T. CiDnytf^-^v^XT-Afi. ^n7b^^t-ex-r^^^tDfSsiE^nfcn>' 



(19) 11-511882 

X°OMi^ $ n/cffiil r3>tfa.-^:t^^yhy-^-\i:}Mai$n^o 

If^-^i/X^AMtg^MTt^^C i:tT^§o CcDi/XT-ATti:. :^mm 
. fglA(ci;D'J^3iXh^n/c«^llffT§o 

^fgBj^^c ^ ^ e icm(Dmm(DBmic ^nit. 4-^ x h n ^/ if - ^ >/x ^ 
. ^/i*5^p> < {i^xu-T^v y^^T^-^ (-r^t3-^ r^(?DiiiMj ) ;6^w^$n 

§|gm^^^r^-trXl^-<;L'[c4oV^T. ^3iX F^tifc^^cofSliE^nfcny 
l£:x-^S/X-7^A-\©7'^-tX7b^^^©:3.-^-(<iH^$n^|gmi:^^o cnici: D 



(20) 1 1-51 1882 

^ -tr X ^Sr^iE-r ^ ci tc J: o T . mftiTf S ^ il5j< ^ tiT v ^ ^ iS'fi4o tf ^ 

o 

^D. ^ntcj;D. ci^DJ:^^ h-^y-tf^^v'H yfflOlSflnx b$5J;a'i|5^m • 1+ 



(21) 1 1-51 1882 

r ^ -iz X iisij X 7^ A ^ s rc>i^g t^nri^^o ^4^^m co ±HSf $5 t/-^ m 



(22) 11-511882 
milt. :^§^m(Diy7.^L.(Dm'^'^^o 

mZit. "f—^fu^i/y^'^l/^— (DPC) fectO^^Ortg(5T^-^-^-X$5 
cfc XSWri^ ^ — ;l/(D EI ^ o 

J:: — ^ :^;l/(:DSjfPO :7 n— ^ - h § o 

ilI9«. DP Ctc4ott§T^-^Bi^^{t:^cfct;>'— U >y7°n-fex;&^-r'7n-^ 

0 1 fgiA^Dfisijfe j;t5fiiA^7°^-r-<- h3- K^igf •/p-fex^^-r:7 

0 1 D P C4oJ;t>'fe^lltfX-7^>y 7°'t?|2c^:/n-trXcDMB§(D"7n— ^-v 

0 1 D P C^c4bnt§^l'>U ^xx h:teJ:tf UX4-°>xyn'feX(7):7o— ^ 

0 1 D P Cfc*5tj-§/h^b-^^-9^^^>/3 >^M^Ifl{i{lso^f*©:7n-^ 

0 1 5 ti. DPC tc*5tt ^ jiPi h ^ >+f ^ 3 >^M^tf iifPC)^{*(D:7 n-^ 



(23) 1 1-51 1882 

0 1 lit. D P CfCfe'tt^fgf^#7^>y^e«^fft!]f1^CD^{*cD-7n-^-V- hT- 

0 1 8 (i:. D P C lc^lf^'^±-f^yrv^7.Xtito^'Cim.=?^mXtimnmY^<r) 
^\t(D -7 n — — h "^15^ o 

Ell Q\t. D P C^c4otj-^^:^?5::7T>y ^XT^-^^5j;tf«^^»T^-^^ffS] 

0 2 0 «?W^1^|iEU ^niX h^^^^y h^ffi^b/c0-efe^o 

0 2 D P C^cfe'tt^'a^^-^Mfi!j{1^t^^f*o:7n-^-v- hT^^o 

02 2«. D P C^cfc'tt§«?^^^liElltTljf'1scD^{*'D7n-^^- hTfe^ 

o 

l>XgBfcJ:ra?4^MW-r^ii ^-e^^o 1^7^^^^ b-^^. 

o i>X7^A(i. ^m^(Dm^1i-^'>lyiyy hrtl^y h (credit accounts) 
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. MiM (authorities) Icmm-Lrc^t ^^^MMfomi:^ ^tir^^^^o 

ic^.-^nri-^^o m^mc. x-^yn-tv-v^^-irv^- (Dpc) nt\ 
4K^m-$n. cntmm-r^o dp at. mzic^^^^ic. iko;^^ 

m^i^mc L T I ^ ^ CD b . y- h X V > 6 fi^T^^- ^ X comm. 

tSfiJ^^/cLTV^^o y'—h^y x-^-r-^^lt^rz. MA C M^v-'i— ;V7. MD 

^^m^^^tf'f^^^y^—iy (de-packaging) §tSSiJ*.^/c-ro PGL^iy^ 
— OfeJ;tf I M L^S^'oL— 7^ 1 Ui, ji^5J^fiAliSij3- K:teJ;0-VW:t^ 
h U -y ^X-9-y7°;l//^xy>y h ^m^^tt^ /ciifc-f^ffl^tl^o 0 3 
*5^t>VW:t^ h U >y ^XX4^^:^— 1 3. 4^-/^>y Ffe^lHiP I N/^y F 1 
4 0J;3^7^— ^A;'3?^©4oJ;t5^^/^^^;^ l 5 ^Wt-^^^-r^y< hU ^y ^XA 
;''J7^V^^X 1 2(^-M^5kLTV^^o ^^^sT^ h U ^y ^XX4^^^-fi. 

fi\ mMX^^-r-^mtLXimr^o /W:ty< hU^y^XA;^f^V^^-YXfi:$ 

*5j:tfrF^'^^aJtgy<^U^v'':x-;V^{i^Ti^§o ^W;ry< b U ^y ^XA;^7^V^ 



(25) ^mW- 1 1-51 1882 

— y^ — ^t-^^y A TM^-^^y h^-^. fe^l^(iX. 2 5(OJ;^^. Ell 

tDffiSJg^-^MS© 1 O^Srffli/^TD P C 1 tmm-t^. mAlt. U^JiXh/^^^y 
h 1 9*5j;t>V^^:t^ h U ^y ^XA:^T^>^^Xy:7 h'j7xT^Ci;;g,-^^D^i?5c7a-?i 

^ >' h ^Wt"^ 'J ^ h / -y h ^' J; 4^ y ^y h ^m'^^J- L fcHT^ 
n-feXOyn>y ^HTfeD. ^^^y-tr-v'I^JiEn-F^- (MAC) 2 1 ^ffll^fc 

u ^aix h^^^-y bi/-u >^~^Mto. mwy'-^m\m(D^ "f—^mmtmo^Ti 

U K P T4^— 7^-^ 2 OcDfgffl^^LTV^^o HI 8 4od: H 9 DPCecDtl 
^fb4oJ;U-'H§-^fkyn-feX^^bTl^^o 0 1 2:6>p>1 9 4oj;(lf2 l;^^^2 2fj: 

. D p c xm:^^n^mi;7.j-v'f(Dmm^(D'7u y^mx^^o 

o 

/'^^:t^ h V -J^Xtl'&m (B I A) 

tDft5iJ|fflxy-f-^7^Y (controlling entity) iCX-DX^i^-^tl. CtlltB I AO 

X. — f*§y '€15/^-7^1/ 7^ H£ (T^^-^ rCATVj ) //•7T>y^X. 
D^ATM:6^^^^o B I A /n- F x 7tDa-^Jf${*fi. mJlO#/EcD--XtC?^M 



(26) 
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-L — ^ i-fr^t^-^ rpcj ) . /J^$^. ATM. (internal) 
, fgff^, ^^XSWmk^)^~-V (integrated remote) ff^^'^o ^Vyh^y^, 

B I AC0^#tt-r>^-:7x-XML< Pl/g^nxi^^fc^. B I AcDlti?5c 

Ai*. D P C b;^^5^ne^l^EIWC)[3t^fb3- F>&?#oT4oD. ^B I Afi^tl^c 
m^^n/c11tg^cPS/£$n/ci[]ftbMT;^^l^J;^(c^oTi^^o ^MW:ty^ F 
U >y ^Xtl^$m. D P Ctc^i^)^^^nrc/>- F'^xTliSiin- F^WLT^' 
0. C(D/ci6/W^^ F U ^y i^A:^:/¥^5«. F 'J >y ^A^^if^V^^X 

yu^-i/a y*^^. /J^5^P0 S(7:)J;d^#^c7)ffl^^c||fl|g5nrc#ffl/N- F-^ 
nTv^^!/vw^y< hv -J ^mn^m^-TB I A«^V>o a^^f?SO^t.>B I A 

^r-T^VF (P^tfLCD. L E Dfe^lHJ;<i7;t-^yx^ U — y) ^^ffl^ — ^ 
^;Ft-. }lJi^$n/ciffB (M;^MA7°^'i'-^-Fn-F) L^^ttn 

^n?>^D#^cD^ — ^^;F-B I AOffi^^tJ-tirt^. 

-mt~^ti^o ^yT^m^-mt^ nrv-^v"^^^ 7.it. ^-^-r/vtmmi^im 
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B I A^f'VV 
B I A 

B I A/y-f-VUX 

(spread-spectrum) y^^UXji{H^i>^^— ;l/JC«^j^^o/ctOT^7=>o 
Xb^>POS (point of sale) (C^l/^Tffll/^ ^tX^o 
B I A/ATM 

■T;V5^^>y 7°^>^~i— 7l^^±itC. ^e-T'n--T--i'X4^^-;>-:JoJ;t;i>U r;^^-^^ 
t/^^fJ^ii:. -tr4^:i U-^^-^fgT^-^^^o ^^f^^S). LCDf^. I^J^n- 
B I A/Catv 

CATV'Jt— 4o<J:t5:7r ^X x'i/yjCifel^rffli/^^n^o LCD*5j:tfP 



(28) 11-511882 
t^cDfgnxb'^ (low-cost nature) (DTMz^ S^-tr4^i U T-'f A'^ggl^ 
B I kzi~^y K-tr^y V^^y^~iy 

B I A/ATM 

T:^7'>yhy^-feX (Account Access) 
B I A/Catv 

jsi^ilX'jI^lg (Remote Transaction Authorization) 
B I k/-7T^^ 

S^yT^X^tJB (Secure Fax Submit) 

S^:7y^X-f'— ^ (Secure Fax Data) 

T ^Xj^lSd^ (Secure Fax Tracking) 

^^yr^XgxDtBL (Secure Fax Retrieve) 

^^:7T^Xjg^ (Secure Fax Reject) 

'^■^'7 T ^ 7^T--il^~f (Secure Fax Archive) 

S^:7r ^X^l^^gg (Secure Fax Contact Accept) 

S^^:7T^X^ItllgS (Secure Fax Contact Reject) 

tt?K^j.^>^hr — ;t/'l'y^Dt±4b (Electronic Document Archive Re 
trieve) 
B I A/l^gP 

fSAOlM (Individual Identification) 
B I A/^gfT# 

fifT#^^>y^ ( I ssure Batch) 
B I A/P C 

K^^o. ;?< > hiidB (Electronic Document Submit) 
F4^n. ^ > h 7^— ^ (Electronic Document Data) 
^-7- F4^ai ;^ > hil^ (Electronic Document Tracking) 

F4^n.^ > blXO tBb (Electronic Document Retrieve) 



(29) 



11-511882 



"B:? K^:x ;>< >" hJgS (Electronic Document Reject) 
M-f-y^'^-L^^y hy~i:i-^y (Electronic Document Archive) 

K4^i^ y hr— ;^Y7^'^D ffib (Electronic Document Archive Re 



UM^tlfc^M. (Secured Connection) 

B 1 A/^m 

MA'^liSiJ (Individual Identification) 

>^ h U >y ^Sii (Biometric Registration) 
B 1 A//Jn5^ 
^^^\MM (Transaction Authorization) 

I A/N— K-^oir : m^'ev'ji 

©7°'; > ^X4^-V■:^s LCDX^U— >"Jr;P>t°— fcJ;tf P I C/^>y k 
^ ffl^^ ^ n V ;!/ ^ ^ 7°^ - ;]/ § o HI V ^^iE2^^^ >5J t^^fe ^ - X 

^P^. o;6^(7D7°n-b^y+f^^-:5(Dit%S;^x;P^crji;3Ai6^/ci6c07°cr-bX) 
^ nf^^^n § v;^^ ^ >y 7°^ v-" J- -;l/t<: ^ftf ^ nr V ^ ^ o ^ >y 7°^ v-" :x 

• ^>U7;^7°n-t:>y9- 

• P I C/^>y K7°n-fe>yit 

• L C DX^ U — >7°n-tr>y9- 

• C C DX4^-v-^A/D7°n^z^y+f 



trieve) 





(Network Credential) 
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• rRffl V Y ^ n -tr +^ 

• l^-^P RAM 

• E E P ROM 

• MA Cft^^-f 

• Du K p T^wii^-r y^u 

•DES (C B S Bf^'fb^^y^U 

• Base-64 ( 8 If h ^ EPffiiMt^^ A S C I I ^CO) n y/^— ^^^7^^^ U 

• L C Df'V^^X F^-r^^ 

• P I C^^y Ft'V^'YX F^-T/^ 

• X^-v^^V^VX F^-Y/^ 

• rL- — ^^N— F'^7air=i^iJ (identification) 3— F 

(7D — ^ 4o ct t; y -7 F X r ^ ^ >y ^ - >>~ ( i :7 ^ >y >/ :x R O M f C :|d I > T 1 B 
tS^n^o :7^^y>/:x R OM^i. ^ WMlS^^^tiK U XX y - T^T ^ C 

J; DSS^tSIBc^^Ttic: c^ciail^n^o :7-^>y R OM(i. B I A^ 

• nji-^ D U K P T^^m (future key) 7^—7';^ 



(31) 

• a- — ^ll2-t:>y hMA 
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• D S P/^-r^e-^ hV-j'>^a& (biometric quality) ^^^TjIuV XL. 

• D S P^^-r;?^^ h V >y ^n— Kfb (encoding) YjVdVXL. 

yxm^lt. E E P ROMfc^'l^TSSIS^n^o E E P ROMti:. f5f[l]^>M£^ 
-mtCD^^-e^^o (EEPROMii;. Ml^57^^fc:}ol^T^^-I?S§) o 

• U—Vif^tlft^'^-f^ h V ^UiyX^ (Encoded Biometric Registe 

r) 

•PIC UiyX-^t (PIC Register) 

• Tt^i'^^ h-O^f'^-y ^Xn— Flxv^'X^Jz (Acount Index Code Register 

) 

. ^;^^^■7=^y ^7X31— KUv'X^ (Title Index Code Register) 

• T > hl^ixX:^ (Amount Register) 

• J- > Pv^'X^ (Document Name Register) 

• P I C--7'n>y^M (P I C-Block Key) 

• ><>y-tr— i>M (Message Key) 

• l^X^^'^Xii (Response Key) 

' Pi^-^'y B (Shared Session Key) 
■ Wi^-t -y 3 >M (Private Session Key) 

• SrHfflb-i^'X^ (8 General Registers) 

• X^^y ^$5J;0-^t: — y^flO (stack and heap space) 

^ n^'tlcD ;l/ ^ ^ >y i — ;!/ ti; , y^yl^^RO M(DWMt^^Wth^ X ^ 

nJi^^c-tr<y h^n^ r— jgcD^^iA^ (write-once) J y< ^ U n^— 3 >;gr-a- 
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h^nTl^/c?g;^^f. ^Oft. B I A «n- Ft^^ C ii^Jg^f^o coy^m 

• B I A'^jV^^-yy°^iy:x~-;V (B I A Multichip module) 

• C CD^y:y^^jV-y°V yhX^^^i- (CCD single-print scanner) 

• ^m^tHU (capacitance detector plate) (M^iS^'-if ^C:fel/^T^5^]) 

• mBM^tlfcP I C4^-y^y F (lighted P I C keypad) 

• 2 -^^>40-;05A L C DX^ ij — > (2-line 40-column LCD scree 

n) 

• R F F (R F shielding) 

• ^lEBjf^^nrftg;^^— X (tamper-resistant case) 

■ iyVrjlZi^^^iyay (57.6kb^-e) (serial connection) 

• 7"U— ^MtH^N— F-^xr (breech detection hardware) C^M^tj-^I^^ 

(thermite charge) (E^IS^j-Sf ^Cfel^T^^P) 

F'>aiT*5j:t/V:7 F'^xTJi:. Um^tl^o C(DCtlt. ^ti^io^. ^n^(D 

0 c(Dwmt. ccomm'^^-LVv-^ict'Dr^^mii^r&^o b i a© rf^^ 
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rHTT^tlfltt?>nt#^V^o ni>^n->>>— oi^;6^:^^rjf1i^ (^/cti^V->>~) 

T^l!.S7'i?^if Cf (emergerrcy eiectronic zero) ^^tf t ;^ ^trj^^fc; V7 > 
•i'jiT'^^y^'^UO^TOl^T^t^t-^o #A^O-7~U-^ (breech) l^ffi^y^y 
Fti. S^iJ^^-O^ffed^ (Proprietary) ^^|#^n^o 

B I Ac7D|g^:^75; (supersecure) ^"^—ly 3 yt^^^L., ^tUc^-DXy^V — 
^ (breech) ^m;^V>yFti. V K^nS{*/cttT^ < v;l/5=-5^^y 7°^ 

B I A/N-F'^JiT : y^-Vl^X^T'Vb 

B I A/N— K'^3iroy^-\'Ux/^— >>^3 ^n:^^ :Hgp>"; r^i'.t"— f 
c(7)/^-s>^3 F^:^^c4ov^Tfflv^p)n§j;^fcis=t^nTi^§o 

• :x:Ay Y^V^/T^^ (Document Name Register) 

• ttH-tr >y 3 >Si (Shared Session Key) 

• -y 3 Vil (Private Session Key) 

• ><>y-tr— (Message Key) 



(34) 

• ->Vr^l^^~h (Serial port) 

• ^W^yzy-f'-f' (External antenna) 



11-511882 



B 1 A/\~}^'^JiT : ATM (Sifj-r-^— Tv^y) ^v'Jl^ 

yhX^^i- (heavy-duty single-print scanner) tiyVyj]y:^—htlC'i^-a- 

;^ F ^if {itt- § i: ^ . mxT ^ ifeT ^Bi! e (c ^ -y:^ o 

-So 

• 7^ y F l^v'X^ (Amount Register) 

• F4^3. ;>< > F^ Uv^'X^ (Document Name Register) 
' Pi^-^y iy-s :yM (Shared Session Key) 

' W^'-^ -J 3 yM (Private Session Key) 

• ^ >y -tr — yUrr^.l-"— : (Massage Key Components:) 

• mm-^tlfcP I C^~/^y F (lighted P I C keypad) 

• 2-^-i'>'40-;^^AL C DX^U~> (2-line 40-column LCD scree 

n) 

ATM^iL C DX^U->^/c(iP 1 C^-/^y F^W^^l^cD"^. V 
ROMfc$5V^T^n^O-7=VWX F^^^^A'^>BgiS:V-^C ^(ctiM^tl/cV^ 
B 1 A/N- F-^XT : «|g/C A T V^t^VF 



(35) f^a^p 11-511882 



(single-print scanner) t-yV yjV^-— h tlC'iB'a'^ tlfC^ JV^'f- y y°^iy a. 
S^-r^o S/c. ^n«4-NX h^-^^;l'tD}ifi«^fgdo Mx.{f. :7r^x 

-^y>ii}£ji^h^>yT <7x^'fi.^m^\ T^nf >>'3 vut— hfi. CATV 

• F^a y U'S/X^ (Document Name Register) 
' Pi^-^-yiyayM. (Shared Session Key) 
•W^-^^y^ayM. (Private Session Key) 

• y^ 'y^—iyM. (Message Key) 

• mm-^nrcP I C^-/\-y V (Ughted P I C keypad) 

• 2-^^y40-^^I^L CDX^V — y (2-line 40-column LCD scree 

n) 

B I Ay:7 h<^xT 
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;6^^5^TL/ct^^. UX4-°>Xn- K^'^^B I A*^e:$?-5^;l'-\}M?)ti^o 
^n^'nOB I AVy h>^xTn— K (software load) It. tSlft^D^^^^ -tr 
h^+'->t>- Kf^o /jA^-^n-K (retail load) it. m^\7m^.mm 

hL. — 77^ ^^n— F (registration load) fSAOIiSij (identif 

ication) ^i:O^VsW^>^ F U -y ^^ii^^vK— F -T^o 
^r(DB I A-r^-^:7-Y-;FF«. >^FRltg75:A S C I immv^^^. 

fsm^'^-V'TJ-m-^nrcy^-Jly}^. ^XmWmmf (newUnes) iC^-DX^T^m. 

'J^ffll^T64-tf ^y F A S C I Hc^^^^n/c/ U 

iT'fcfev^T^^-n-efe^) o 

-TV Ftis IK ?):6^0lfM^^4ol^Tfilffl-e^^l\ m^l£. AT 
MB I Afi. rcet P I CJ T^^l^o ^S:-^-;^^, p i C/^^y F:6^^^ D f^tt 
nXl^rJ:\y^t^P,^ ^(Dio^tD<0. ATMB I Ait. TSet P 1 Cj r3T>F^^ 
^ — F "^"'So 
1^X4^ F : 

mm^m : 

n V >- F tcf ij D T ^ n/c S#rHl:6^?1^7 b /co ©<<i)^ t ^^-T ^ >y -tr- 
Ok : 
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^com : 

OTOn x'^ Fc^?li5[ (argument) ';XFtC:fcV^T. <> tDl^^^Tfi/^O? 1^ 

Set language (Mta^y 

CCOn-T>Ftis :i— 9'"A:^J^{^t- (prompt) /ci6C». B I Al^-elf^fb^n 

Get Biometric <mU} ll^-kl Z^Kl 

CtDin-T^Fti. B I Ate, ^(D7.^\i-mW]-^^T^ rnKt-^^^^-i ^ V 
U >y^A^^t#T. ?g^^fk/W:t7< F U ^y^US>'X^fc^lrt-r§C^;&g:^-r^ 

o 

F U ^y ^^:ii>^-^;g,J:^fc{St"o 
<Btfig> filTb^^-tfn-efe^ c tit. / W;^^ F U ^y ^X4^^ yxti\cmMmt>^ 
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rint quality algorithin)(Ccfc-:)T^fi53^^;f7b^^^tl^o >:6'i-h5i'i; < ^ 

o 

ut iae):()^l:^??F^t{l:r V XL.icX-DrmtH'^n^o liSiJtc+53^;^a^M#-r § 

hv >y^^ii^^i^v'^x^tcAn^c^^c^;i,o 

f3]i;/W:^;>< h ^y ^A;^:6'^M^§?g^^|,fa^ (encoding) ^^^fc-TCtlC^ 
-l^tcAnfc (capture) B I AOEIf^fbn— K^fgMb J; ^ i^-T^^cTDfl^M 

Get PIC <a#ll^]> 

^-r\ r$>;5:/ccOP I C^A^'jbr;^^?) <ai>^— > ;^JfpLTT^V^J C» ^y 
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rmw r^j mMti^c tic ^^mxicy ^'^^y^^no o ruiEj ^-fo^ 
p I cxtim^TT^t. 4^-/^y }^^^ hmmj-r^. 

mj]-rtiil. T > K O K ^MTo 
Get Account Index Code <BtPE5> 

4< ^ ^ <i: . r ;^ y h >-^'>y ^ X K v-'X ^ A^^-tr >y h ^ n^o 

Get Title Index Code (mm} 
^T. r^^/cO^^ h;Wy7^^^y ^X3- F^AtfLT:6^p. <x>^-> ;^ 

ntcJ;D. fiaA^^g5>(D^^ ^;^^y7^^y ^X3- F^xy^-t"^ J; -5 t^ifS^ 
?¥^n§ i:. ^-r F;l/^>-r^>y F ^v'^X^:^^^-tr ^y F^ti^o 
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Validate Amount <^gM> <^m> 

Validate Amountn V> Kii^ T^fM <^M> OK?J (D;< y^—iy:^^ — ^ 

Enter Amount (BfPa!) 
Enter Amount:] F^J;. T^gl^At/ LTT^V^J -tr— v-"^^— 5 ^ 

^ucmK)s cn^L c Dx^u-y±^c^.^^-r^o f@iA(i::;^^c Hvi^^M^g^j- 
Validate:^* <^_M> <B#Rg> 
Validate Documentn v> Hti. r:5c* <^f'0 OK?J (D y-^z—iy^ 

•So 

Assign Register (Uv'^X^) <7-^X h> 
assign register riTV ^H^^n/c— IS <lx>>^X^> ^fg <t-^^X h> 



(41) f$^¥l 1-5 1 18 8 2 

Get Message Key 

Get Message Key3V>K(i:. B I AiC. MM^^Mti^?^ y ^—i^lcmtaLrcl^ 
C 7"n^y ^{c3I/jp^n^o 

Form Message <^^yim\ I h y-^f ^ a > I 7:^ > h 7 ^-bX. . .> 
Form Messaged W F^i. B I AlC. >y -fe->>^^ta 

^io^^y h~$tir\^^mfm£. B I Alt:ii^—^MTo ff^^^:=i F-tr>y hV 

Tl^^B I A:^DP CfommL. SA;^IJ^*(resubmission attack)^^^-^ § 

B I Aii. DU K P T^@il>'X-ri:.^ffll^T. ^*SI^-y;V*^ W^y< 

F U >y - P I C >y ^Bg^^b 5 6 t: ^y F D E S m^miR-T^o ^ (Dmit:klc 
. mmty^uy ^^ji^-y^' (CBC) (cipher block chalning)^ffll^T^^ 

yxDE sM*>'^>^^~iA^c^j35c^n. i^x4-°>'x<7)fF'-e0g^fb$n^>£^gofe§ 

f± : UX^-x^XM^^W:^^ FU^y^-P I Cy'uy^mit. ^micM^l:'^ 
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^ t LTt. h U ^-P I C (D®MtCJiMe.^l^o 

B I A-P I C:7'n-y ^cD^;?5c-7^-;bK : 

• 3 0 h7^|f./^-r;t^ h U ^ 

• 4 - 1 2 P I C 

• 5 6 e^>y h 

• 3 5 6 tf ^y h ;^ ^y -tr- >>M] 

^ ^y -fe — v-M fi: . flfij® ^ - ^ f - ;P C (D ^ 'y -b - y fc >rt ^ ^ ^y -tr — i/M^WM 

^T^D^3f^ft:;b^^^7■r^i:. B I <y-tr-v'^;^|^>rr- F (MAC) 

MA C 7-1-— ;b Ftt. B I AO^/— ^U^y h 1 1 2 tf >y FD E SMACM^ffl 
(/>Tl+^ii:^tl. 1 Sg^^P)|itt^-r'6D^T(D;^>y-fe-v'^:7^-;l^F^;^/^--r^ 
o MACfi. M®J^-^:^;l^:6^~¥:^7Y-7l'F>Sr1^g(inspect)t-^Ci:^Bjtg 

(Dm^^^^t^'Drcz. d p ctc^LTfrnt-^o 

Form Messagen^y F;6^^^ff ^n§^. B I Afi. TD P C ff^^aiSbTl/^ 



Show Response <Bi^f(: UX.-}-°>X> <nmy 

Show Responsenv> F(i. B I k\C^ ^(DM^(DUXt°>7.m^m^riyX 
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Validate Private <m^it~^ tirzmm&m> imfs'iy 

Validate Privatenvy F^^tt^o/c^. B I Ati, ^-^^ U> v-'^ >y -tr— 
^Ov^^^Xh^Sr, roK <^^U>>>> ?J L C D±tC^^-r§*'^\ ^- 

x4-°>'xzi- y^^mto 

^ r:^ b T ^ 1/ ^ d t J: o 

Reset 

Reset 13 V > K(i^ B I Ate. ^TtD~-0#S^l^i>'X^ L C DX^ U — 
(D-mmm\yiy7.^:^^VT\^. ;i^.'i:TbTi/^§nTtgf±cD$.^^TcD4^-/^>y F"^ 

^ F^rf^:J;T-r^J;9tci%^^§o 
Set PIC <fil> 

Z-O^u-^yY^t. B I AOP I cbv''x^;& <fii> icm^'^X^o S^tc^n 
Ti/^^l^(non-secured)^H;6^~P I C {±t-r ^ d ^ C ^ (i;. -fe^^n'J-r 

Set Account index code <fji> 

f ij 0 M3 T ^ o 'ic:^tc ^ txT I I ^Se;^'^ y^^-^^F^^-r^^y^Xn-F ^M#^-r 
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Set Title Index Code <fii> 
Set^gl <(ii> 

CcDn-^y FfJ:. B I AcD^IIl^v'X^^ <fii> tcfij D ^e^IT^o 
Decrypt Response <Bg^-{l:$tlfcUX4-°>X^ ^y-b— 

Decrypt Response n T > F(i. B I A^C. ^(Dii^cD bX4^>X^^ffll>T U 
x.i-°>x>^ >y-b->>"^Dm^{t:$nfcg|35a^;&II^f[:t-§cJ; ^ ic^^T^o m^itio^ 

B I A v-7 F^xr : -t^^1-^- F^-r^^^^u 
B I Ay'7 F-^xTfi. </K-3;6^©S^§y:7 F'>xr^-ry^';^cj;oT-9- 

e^tc^^f^ij pjtg^ ^ - X A J; -3 T I ^ ^ i: . m^fb^fi; ^ cD r ;F n U X A^^P o 
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D E sm^^f^'r^rc^(r)mmmrj:mm^Tji^:nv XL.it. a n s i x 9 

. 17. appendix C (^^M^t?fC*5l>Ti^^) ft'^C^gg^nTl^^o 
D S P/W:t^ h U ^tg^{br;I/nUXA 

^ (9 /5^ /c fe' cfc tf ^i^llij J; o r ff^/?5c ^ n § H¥ffl ^i^-r rc^(D. mm (D (propr i etary 

)y;Vz2V XL-eh^o mm(D^±^j:V xht'^D p c\^icvyTUyxtLT^ 

n 

XT-Lit. ^e^^^SiJ DjA^C interrupt) ^ ^X^^^X^v^^zl-U 

Rllcr)^>^-:7x-XC»fSfiJ:Sr|l;^ct-o f^ij^^f P I CA^y K-rVWXK^^^^^ 
C C DX4^^-:^-7^VWX K^^/^Tfe^o /N-F-^xTCi. TP I C/N>y F4^- 
;6'^'#^n/cJ ^ rc C DX^i'^©X4^-V>7b'!5^7L/cJ i:'cD^^> F 

D E smmt^-i'X'yv 
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yy°v ?^yv^—^>3>it. 5 6\£-y hi^—^u^y hm^m^^r. ¥^;6^e>Hi^^ 

m^^-efeSPublic Key Partners*^ e>A#nIt^T^^o I^^ItW^^S^Xt-jU (P 
ublic Key cryptosystem) It, nX h^b^^^O^^b^^v'— ^ l^^y MlO^i^^it^g i: t" 

DE sm^mi^r^^y^-i^^^^^mifr^o b i a^^. ^%iM0f^^>XT-A^ffl 

3^1^ (credential exchange) tcffl I \ li$^^(secrets)CDSMS#t<:ii;fflV^;^l>o 

if-{@AtDii^iJ^e)t>lc. ^^tD:^M (^^^^TCP/I py-x^'J;mT 
^4-°— h (destination port)) ^^#"t"^o 
D U K P T StWiS V ^ 7'-^ U 

^/F^y-^f ^s^3 > (DUKPT) mm^m^^r. ^jfeoD e s^^fwr^ 

DUKPTOfMa. . ^ F 7y-»f ^S/a Vfc 



(47) 



11-511882 



fcMg73;3-;ly-e^^o DUKPT^i. ANSI X9. 24 (M^M^^S^CfeV^ 
DUKPTtifei:^^, -rE^^y b;?7- F (debit card) h ^ a yffl©. 



^^-r^^ Fi;^y^-p I c^:^rEfcfci^T«. mwrnict-r^r^^mmm^mr 

o >S:-^f^e>. ^^y-tr->>"*^1I-^^b$nfci:LTfc. 7^^v''^;W^^:t >^ F U ^y ^ - 

p I c^mi^m^^mmc^m^^ctit. rti^yvi-y^"^ — pi c^7°^x 

^>y^;^-F^c^^t-^ci:J;'9fe-ro^H«fe^fc46TfeD. cnti. F- 



/^-r^;^ F U >y ^-P I C ^v-XT^A^cm^e^fcAtl LTim 

m-^^^t^^tK ^nTfc5EfP#fCfiJfflnJtg;^^7°v'3 >^J:;^§^<^f;lJPS^§7^:^^- 
J;t/^/ci6. D U K P T^&fOTt-^o 
B I Ay:7 F-^xTnv^ F-tr>y F 
B I AV^ F-^xT : F-tr^y F 

B I A//J^5^y■7 F'>ir-f'>^-:7x-X(i:. #^®/J^^P O S 
:^^~>'X -r A ^ tgSftffl-r § C i: ^i^-r-f > ^ - :7 X ~X ^ X F 
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• Set Language <'ai§ — 

• Get B ioletfic <B#W> 

• Get PIC <B#fig> 

• Assign Register (.'UiyX^'} <fji> 
. Get Account index code <B#f0l> 

• Validate Amount <T'^'yyh> <^m'> 

• Enter Amount <^!i^y 

• Form Message <^^"7°> 

• Show Response <0i^{t:^n/c bX.t°>X> <mm> 

• Reset 

B I Ay7 h-^niT : C ATV {—mt^tircV ^— 3T>^F-fe^yh 

B I A/CATV y:7 yx— xfi:. ais/c A T V B I A 

-f*f b ^ nfc ^ - ^ ■:^;^;^)'? i/X ^ A i: ^gSfl^ffl -T^Ct m^-^ n v > K -tr >y h 

^(OmU^^mrr-r^fciibic. BIA/CATVti. x-y F-tr>y 

' Get Biometric <B#|/3> 

• Set PIC <7^4^X b> 

• Assign Register <l^i>'X^> <-r4^X h> 

• Set Account index code <7^4^Xb> 

• Form Message "7°> 

• Decrypt Response <Bf-^{b^tlfc UXj}-n>X^ ^y-fe— 
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• Reset 

B I AX-7T^xy-7 h^JLT^>^~y x,~xit. yr^XB i At— Wit 

• S^:7T<>X|f t±i (Secure Fax Submit) 

• ^^y' T ^Xt^— ^ (Secure Fax Data) 

• S^!7 r ^Xiiif^ (Secure Fax Tracking) 

• S^^r ^X^Dtbb (Secure Fax Retrieve) 
•^^7T^XjgS (Secure Fax Reject) 

• ^XT — ;^-f7^ (Secure Fax Archive) 

• ^X^li^gig (Secure Fax Contact Accept) 

• "^-^y T ^ 7.MM^^ (Secure Fax Contact Reject) 

' M^\^^^?<>hr — ^-i'y^m'OtiiL (Electronic Document Archive 
R etrieve) 

• Get B iometric <B#flS> 

• Set PIC <7^^X b> 

• Set Title Index Code <^4^X h> 

• Assign Register <L/>>'X^> <{[!> 

• Get Message Key 

• Form Message <^-fy'°> 

• Decrypt Response <0i-^'fl::^n/c UX4-°>X^ ^y -tr — S>> 

• Reset 

B I AV"? h-^iT : F-b-y F 

B I A/Reg^>^-:7x-X(i. Mffln >b°^-^;^)M@A^»Jbgii^§ 
J;^^c>'X-^Ai;ffiSftffl-r-i)C i:^i^-r^y^--7x~X^x^X4-°- F^T^ 



(50) l^^sp 11-511882 

• Set Language <"S'Bn — ^> 

• Get Biometric <B#r^S> [T^^^-TU I -t;?7>^"U] 

• Get PIC mmy 

• Assign Register <Uv'"X^> <-t-4^X h> 

• Get Message Key 

• Form Message <:$?^"7°> 

• Show Response Ot^ft^nfc UX^t^VX) <3#rBl> 

• Reset 

B I AVy h^xT : P C n-ry F-b>y b 

B I A/p c vy hyj^T-iy^—yji—xit. rRffln^^tf^L-^i^'^m? 

iiX6l^^^gif-L. T-^y h7-^±cD-9--f h U ^-#m (biomet 

ric-derived) ^ ly'T>iy^' JV^Mi^.T^ C t^t'ftzi'^y 

• M^K^n.^> hiltB (Electronic Document Submit) 

• M^}^'^:i h'T—^ (Electronic Document Data) 

• K4^^ ^ h jJl^ (Electronic Document Tracking) 

■ M-7K4^:x^y hllXDttlb (Electronic Document Retrieve) 

• K4^^^ y hJgS (Electronic Document Reject) 

• F^:x ^ > hT — (Electronic Document Archive) 

• F4^j.^>h7 — ;^-f'7'^DtbL (Electronic Document Archive 
R etrieve) 

• M'T'W^'^y ^ iy 3 Zy (E lectronic S ignature Submission) 



(51) 



1 1-51 1882 



' M-f-^^}"^ x.y ^ (Electronic Signature Check) 
• agPiIX?!:^IS (Remote Transaction Authorization) 



(Network Credential) 



• i^iS^tlfci^M: (Secured Connection) 

• Set Language <B"Sn — ^> 

• Get Biometric <mfS> 

• Get PIC <mr^> 

• Get Account index code <B#fBl> 

• Validate Amount <r"T>j7>'h> <ii^m> 

• Enter Amount <Bt|Hl> 

• Validate Document <^> <^my 

• Assign Register <U>>^X^> <v-^Xh> 
' Get Message Key 

• Form Message <^-i"7°> 

• Show Response Of ^fh^tlfclS^) mf^} 

• Validate Private <s^mt^ tircm^mtmy <mm> 



B I A/ I ssV^ h-j/xZ^^^ — :7x — Hm=i>^zL — ^ff^'^y^^ 

ccomi'f^mrf-r^rc^ic. b i A/isst^. ^^onx-vF-t^y h^M^t^^ 



• Reset 




• Set Language <aig— ^> 

• Get Biometric <mS> V7°^^^^) \ ^tiy^^V] 
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• Get PIC <mm> 

• Assign Register <Uv'X^> <fii> 

• Get Message Key 

• Form Message <^-Y7°> 

• Show Response <Hf ^-fb^tl/c PX4-°>X> <mm> 
' Reset 

o 

• Set Language KfTilfj— ^> 

• Get B iometric Otr^g) 

• Get PIC <mm> 

• Assign Register <l/v'X^> <fil> 

• Get Message Key 

• Form Message i^-^y'} 

• Show Response <0g^fk^n/c UX4-°>X> <mm> 

• Reset 

B I AVy h -^XT : ATMn-T>F-tz>yh 

B I A/A TMV:7 F'^xr^i/^-^x-Xfi. ATM-fymAmmi (iden 
tify) t-^Ci:^s^-rr3x'>F^Z'y F^x^X4-°— Ft"§o ^^Oi']f1^;b'S^t>1-°- F 

ctDf]ft^Mff-r^/ci6(<:. B I A/A TMfi::^>:®n F-fe^y F^if#t-f-;|, 
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• Get Biometric <mf^> 

• Set PIC <^4^X h> 

• Set Account index code <t"4^X h> 

• Assign Register <bv'"X^> <fii> 

• Form Message (.^-^yy 

• Decrypt Response Ot^fk^n/c ^y-fe— 

• Reset 

>OB I A^i^Ngt-^o b U ^AtFSefcn-T>K>&lifT^ *3J:t5^ 

— ^ — ^ ^;^a. M ^ n n > tf ^ — ^ ±t 5 > ^ ti^ r yj ^— ^> 

icmm^^ip'.-r^mic. m%mrcib(DmA^com^^. ^/t«fi!ico^i6Sii^ti/c 

^-^i-Jl^f^K "f-^ffE I A^c}i^^^i:M^nfccI ^>Srliilf.t-§/£46tcB I 

>y^. PIC. m^itm. ^/cfiT'p^'^y b-r>7=^>y ^Xn- K^-a-t?/W:t;'< 
h U -y ^ ii^ij'rffg^l^^^ ^ § C ^ « # V \ 
tf/gcOB I A«. P I Cai>hU. F7=VX7°W^Hf5IP>A^ 

Bti. xc^fCF^Jl^^tlfclW]— (D^>(7)(their entirely self-contained counterpa 



(54) 
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A T M (Automated Teller Machinery) 

ATMV:7 hH7xTcDn-K^f4^^-f*§yB I A/ATM^J:. kTU^-^-jiy 

B R T (Bionietric Registration Terminal) 

#aai-^B I A«. Sgfff-. MiKr:^'>>hWfffi*5j;m{i2cDf@Atffg^^fe(cif 

C E T (Certified Email Terminal) 
v-r ^nrj^if OL — ^^cftS-r^ P C v:7 h'^xrtT^n— F^#^^1^B I A 

C P T (Cable-TV Point of Sale Terminal) 

CAT y jK^m^^i-^m-t ^ C a TWy ^T(Du~- F^#a B I A/c a 
t ^W^^ h U ^--r Utf(^/c:ti TTVJ ) U ^3 »grWt"^f@AA^ 

C S T (Customer Service Terminal) 
E S T (Electronic Signature Terminal) 
I PT (Internet Point of Sale Terminal) 



(55) 11-511882 

I T (Issuer Terminal) 

k\t. Waif'. Mr:^':^:^ hcD/^>y^$tifc^M^D P C-xj^ff-r^c: ^;SroT 
I TT (Internet Teller Terminal) 

t°n.-^yy h-^xTOn— K^#^ WB I kit. mxff. m^(D4y^~^-^ 

PPT (Phone Point of Sale Terminal) 
®9gt— 'f^'fb^n/cC A T Vyy h<j7xy^Dn— K^^-^ B l A/c a t vlt 

R P T (Retail Point of Sale Terminal) 
S F T (Secure Fax Terminal) 

y T >y ^T.'^yyt—Wit'^tirzyr^y^TsVy h ■^xTon— f^#^ b i 

A/c a t 'flilA:^^ ^^^y r ^y y ^y -fe- v'^^groMft. §fi. JgS. T 

RPT(D g 6^ . {@ A^O'^'JI!^. /J^«#. tl^ ^y h ;^ - K S /t y b -y b - K 

o 

IAX/J^5?t)^ffl^/^§o RPTti. ^W^^ h U -y y-PIC;StS^^ttAn^/c<fef<:ffl 



(56) ^gJp 1 1-51 1882 

^RPT^i;. tT^'A. X.25:t-.«y Fy-^iSM. ISDNigM. S fc(ifeJ«cD7^ 
F n — F ^n^n"?^ ^y-ya. ^r^E cDm(D T^V w X tiM 

•?)o 

• BIA//J^5^^9 

• 9. 6kb^7^^iA/X. 25^-^^y F V — ^ — "7 x — X/n— F ai T 

• T<ISfgi4RAMrtcD > Fira^^i— F-:^>^/^ 

• BIAf<:g^i^$n^DTC:>U r;F.t°- F 

• i^mx F F V -^^ cmm^Tj-rnvma-e^^) 

• ECR m^^^ V uiyxi^) mwtt°— F 

^n^o DPC«. BIAcDVADfH^rttc-g-^n^-N'— ^-^y Fn— F^. RPTJCJ:DF 

^-f. x-— ^■^>F*'^F^y-<f^>-3 >y v'i Uv>^X^Jcji> 

^■r^o fSA*V^^:t^ FU ^y ^-PIC$3J:t;y;5?j'j7>F^>T^~^y^X 

Fn- F^^BIA^CjI/jqL. F^>-f ^>/3 y^fl^ijJc-r^ckafcBIA^cJg^L. ^ 
bTT^^y Fy-^M^ (^T^^A. ^/^LT F ^ V^f^^ 3 >^DPCtc 



(57) ^m.^ 11-511882 

^g5(L/t±^-^. DPCii5Si^;S:^ffT^/ii^JC^Uv'"-y h/7='lf >y h Y^y^^y 

o DPC«^(Dm. h-^y^^^v-a >'UX4-°>X;^^y-tr~>>^^RPTJciMDM-ro RPT 
BIAfc-7;ty- Ff^o -r^^BIAfi;. fiAOl^mn- F^S^LT. F^y^f^ 

^^^^m.\^^tE^p,'\±^ctmm'r^o ^^(c, Rpm^;^'y-fe->'tcv-^ 

DPCTlTl^n^^nxf-x-y ^^cj: D^tH^n^o 
: ^-.^y FPOS 

^>^-^^^y h?os cm') commit. ^ly^^a.-^^mmLxi^^mxt^^'^- 
tx&^o ccom^. mA^^'cf^-^^'yh(Dmyjf^^-fyi^-^^-yh±ici^^ 

o 

■^y^ — ^-^^y hits -^—^^yh. DPC. 4oJ;C5lPTcD-r^T;6'^U T;F^ 

IPTC0^/?5c : 



(58) If 11-511882 

• BIA/PC 

mil ^ n § h . I PT^i: -tr <y 3 >ii^^/x5c Lx^-^^-yh icmm-t ^Ctlc^ 

^TBi^fb^n^o -T-^-Whti. Bf^fb^n/c-b^ys/a vM^gtt^^i:, 

FU^y^-PIC^aiy^-rSo IPm"T-^^>Fn-F. i^p^piiMfffS^ 
J: t;«^BIAtcMfi jiPi F ^ 3 >^ISS5f<^f1^ii5ct-§ J; 3 fcBIAtc 

^i^-r^o ^Of^. lPTfi;^^:^5^-v^.;l/;&/^LTg5j<^v-9^^>'FtC3li{t-r 



(59) 



1 1-51 1882 



^-PIC©#%|]tt^lP;!L. gsf<tc#^n^ x'-^^-^^hn- F;&g5j^^lT}M 



IPT^BIA^Oj^;^;^^ i9 Bimmm^— K^&^^ft LTLCDX ^ U - 

COJ;^^y-X 7b^^}iT l > ^ - ^t-^ ^y F ± "ef^ffl of fg-e § ^ # ;^ § o 
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• B I ACtfipP C^T^VV) 
. -^-f^nny tf J. — ^ 

♦ ^y^ — ^.>y h-r^— (Internet Teller) V "7 b <:> x 7 T7°U a > 

(t-^tD-^. T C PX I P V-XfeJ;t;-r^XT-^'^-^->'a 
m nc, I T Tti^>^-^->y biBtftciSML. iSfT*^ fiA®/ci6orTbV^ 

— Mi^^M^nntf. ITTJi. FU^y^P I C$5j;tfr;^'>>h-ry 

7^^y ^xn- F^f@A?b^f>A^t-^C i:>&B I A^cfg^f^o I TT«. iS 

B I kit. ^y^ — ^^y F^/TLT 1 T TA^^D P C^Cj^^^^-y h7 — 

U-x>i>^;VU ^xx F^>y-tr-v'^^ft/?ic-r§J:5tc^f||^n^o 



(61) RFg¥ 1 1-51 1882 

D P C ^y-tr— Sx^^^tt^ntf. DPCJi. ^ h U >y ^ P I C « 

^y -t - P> cTDigff 3 - F io\ mm^—'^ ^yh "f— ^ ^- X 4o If ^ SMf Ci 

X h:t>-AtDTtcm,irt^nrcisff 3- V t—^T^^^^'Dti^^mi'S.T^o dp c 
. Dpcii. mA(orti^>hmwL ^(DB(Dmm. 4oj;t;iitTn-K^ffli^T 

:7.-y hy-^^'J7^>>'-\';^;^f1^j7jc^^o DPC^^. 'j^mm^mt^xtfD P c 

(Dm^m^mh^r. z.(D^^)'fiyiy\Mzm^~t^o dpc«. m^co'i^m.-^ 

i:migAiO|5^n- F^IB^Otfib. ^bT^U7^>>'^;l/^ffli/^T^^<y F7— ^ 
^UT^>>'-v;H/X4^>X^>y-(z->>^^ff^j35ct-§o L-X4^>X7« >y4z-v'~«. B 
I AUX4-^>X^%ffll^T0f^{b^n. ^Om. I T T^CastDM^n^o 

I T T;^)'!^cDUX4-°>X^gttirX§0f. I TTfi. B I A L-X4^ > X^ ^y -fe 
->>~^Mt-o B I A^J:. m^it^n\^\ filA^^mn- F^L C DX^i; 

i^^L.t-yy3ymit. B I A^cd:oT^fej?5c^n^o ^m'tyyaymtm^n^ 
m^'-t-j -y a ymtmiti^myjcD'^iy y 3 ymi^. i TT^±±^^n^i\ 

cn^i;. B I AcD'^^yyy-yxyf^yx>^ti:=-XL.(Drz^izm^^^ti. ccd?^ 

m.m<D4^ji~=^yh^y^'^y3yicM'r^mi^<Dmm(D$iEm^m^^t^^ 

±tffl-t>y:^3 I TTti. B I Ate, -fe>y v-a y®h^.«y 

SStTtt. U ^xx F ^ >y-fr->>^^STO;5 iS^f S#(^M^m»^fflV^T^ ^y 
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. bVv-'-l^X^lO'X;^ ^y-fe— >?^B I A(c:7:ty— F-r^o B I A^J: 

. :^y^~iy^Umt\.. ^-^Vyi^ (M^. r$2031.23%U >y ^ • r^^'AXtc 

M^S^tc@Ji-r^c ^i*'ifiS-r-fe;5o ^fjms fife o r tMt? c i:;0^^pj 
fete. m\c^r^x^^mynmtr^^z.titx%r^\^^h\z'&M.~^n 

rcl\ ^(^cJ^^^-tr^yi/a >^fcfi;^i5^^g|fi;. 'mfM^^'ic^lc'Wm^ 

*5j;miAiO|t££^;6^^il?HT\ >y F^-e/^— V ^;Fn yif :x-^ 
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■mH-mti^-^^}\^ (EST) «?^*jciiLT^}a^njtg-efe^m?w 

E S T^Dlii?5t : 
• B I A/P C 

. ^ ^y-fe— v-'^V >>'xX haiy:n — ^"r;^r:^'J 



(64) 1 1-51 1882 

:klc. mxii. B I A^mi/^T^^^:t^ h U ^ P I C^A:^L. ><-y-tr-v'~ 

D P CJiU h^S'tta^^D. /W;t^ h U ^y ^»J^x>y ^^fTl\ fiA 

- S.^tiE ^ ntiif . ^ ^y -b - v-^ X X h n — F {b ^ ^ A® / ^ h U 

B I AOM^iRmL. ^n^^T^m'T-Wr«^-^-^-x (E s D) icmm^ 

DPCti^cDf^. E S D Uzi- K^y/^-. Bi^. mMs fectt/^^^cD^ 
tu:^^^)55c§^^3- F-T-4^X hX h U yV^il^f^l^. clO^^n- K^{iIAC»^2> 
m3-K^i±ic. E S T^CjMDjM-To 

i;tf U ^xx b LTl^^feiA'^^^-f^ty hU^y^P I C{c#^5.n. ^>y-fe~>>^ 

(CET) (Dmmit. mxi^. m^^mmi. stt 

CET^i. B I AAP C^ffll^^C ^JCJ:D. D^fe J:t5gtt^®iti57a^ii 

(DB I A^ffll^T^ >y-fe-v^Si^Bf-^{bL. ^j^fc. ^^^yu- }^^(Dmc. ^tt# 
^DB I A^ffll^Ty^ 'y-b-5>'Sl^tMfb-r^o 
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• B I A 

o 
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ticj^^)^ cn^iSj^f^o B I Aii. /^-f:t^ h'J ^y^P I C©-gPhLT^ 
^y-tr-i>'M^Pi^ft-r§M{£-^^I^S'tt^07:\ mmtmit. ^±ICDP CIC'M 

tirzCETf^WnW.(D^cD^ors^m^m^^ti)'^l:^^(D-(j\ mxit. CETZ 

^ — : S^:7r -y ^X^ — 
S^:7 7«y ^X^-^^;b (SFT) cOgfl^Ci. fSA^^i. 3lD^tO»J. gtj- 

FTit. ^:^^iymf^(omyj ^m^\\-t arable. mmmB i a/^ 

}^fs#4ocbtfStt¥iP57^tD S F TcDmi^ : 

• B I Ay^~y;lT-U}£ 

• :7T >y ^X x'S/^/ 



(67) 1 1-51 1882 

^^-y-b-v'^D P CJCjIi^P^fc. ^^-T^;^ h U ^ P I C *5i;t;^ 
-1- h;^'r>'-7^~>y^xn-F^ffli/^T. S5j^g#^iiSiJ-r :7r'y^X^^tt^ 

Hg # ^-$5 J; :ii ^ X f- > 3 > ^ffl I ^ T li^ij ^ n ^ o 
I . ^^'^^nyry^X 

V^-7T^y ^XCD h >y7°^-r>^c. r#^^'ftj ( TUNSECUREDJ ) -V^^tmiL 
I I . T^'O^'^^yr y 

m'o^^±yT-j^xic^\.^rit. miomt. yTv^x^iyy(D ri^D#^ 

^-F^31fRL. h;V'i'>7^^>y^X:3-F(cMt^T/^'f:t^ hU^y^P 
\ C^Kt^-^^o yr-j^X-^-yy^t. DPC^c^g|^L^ ^^^:t^FU^y 

^P I CM;S:3M^o -BDPC;6^fgIAtD|3l-'l4^^tIE-rn«\ mK\rJK\z.'Scm 



(68) ^tg^ 1 1-51 1882 

M.±ni(DyT-/^7.io^DPClz3m-miI. DPC^i;. ^^9clcy r ^ X^m 
^Ct^mUhL. ^^-i^lt. ^-N->>'cD h^yy^C ToMD^^^J ( rSENDER-S 
ECUREDJ ) (D±^liiLtt^lC. ^m. ^-fhJl. ^^Um^ ^comt^'y^^l 

III. '^^yr^y^x 

3Mi9?Atj'c i:^ci;D-7T>y ^X^}2^;g.o ^Jk\^. yy-y^Xlt. yr-y'7X-^^V 
^;l/ff$5^:tc;j^M-r^D P CtCjM^n^o —^±n<J^y r -y "y XiS^X^ P CfcS^tf^ 

^ -y 4^ > n - K }iVk\z.'^^m^(^^~- iyWt'^^-^'h-^ ^ ;^ ^ ^- v-'^^^fefc 
CO h-^^y^>^^z3— Fti. ^mm^^^^^(^yrv^X'^-yy(Oi^^^)\iL 

(D r:7r ^y ^x^omuj 4^~^>^jij;^L. h^>y4^>^'n- F^ffli/^^c ^Jc 
*7r©H©:7T>y ^X^UxDmt-yO^^jliRb. :^^Jc, ^W^^FU^y^P 
I C^A;^bt#^o y T^y ^X^'^^g^it'^ti. fiAti. r:7T>y ^XjglfeJ 

-^-n-efc^fiD. ^^t-^fc46fcti. i^X-T-Atc^^UTg^j- 

nntf. yr^y ^^X«^tt^©'7T^y ^Xv$/>Jc^''j7>n— F^n^o 

rs^j ( rsECUREDj ) o^-T^^^rt-^o 

I V. 'S:^'raE:7T-y ^X 



(69) 



!ft^¥ 1 1-51 1882 



yy^y^XCD^^VlcXtJ-^tl^o L;6^L. y t ^y ^ X^m^ tii^ C t<D'e^ ^ 

ccDmxit. ^yy-y^xm^mLj ^s^y^mtRL. m^t^^^^^^(Dy 

T-y^X^m^RV. m^/"^^^?^ hV -y^P I C^XtlT^. --M^tt^ilLT 
cDmM'tmiEm'^tini^. yr^y^xit. :kic^i^f^(Dy r -y ^ x-^yyic^^^ 

jtm^Rtmc r^^'ti^iSgj ( rSECURED-CONFIDENTIALj ) tDl^^^Wt^^o 

V. ^^i4^ijeM^]:7r ^y 

ccDyyy^Xlt. ^i^f^lcnT^yT-y^X(Dm^.mmicmi^rit. yr 

It. '^±'mmyr-y'7X}immKm^~^n^o ^e^c. dpc^^. ^mm-cm 
myr-y^x^r-ti^yit-r^. Htoj;^;&^-tt^^, mmy r -y ^ xo^^^^!- 

yr\ D p c ti'si^iSia^Dtssij^Srm/tt-o 

^M^nW^o M^tlfch^t)^^j:^yr^y^X(Dh^'y^y^^±y/^~t^ 

. yr-y^x-^yy(D:^^^)KXtj^n. mMt^(D\.^t^r^^y r y ^ xcoxt— 
^xu^^-Vt^. rx-r— ^xj ^^^y^mui.. ^toft. mitcDyr-y^x^ 




(70) 1 1-51 1882 

mffyry^x^^i^fm-DrctHcm-r^mmtmc) r-ti^yitt^ti^ 

T-^^7^^$rL/cyT>y ^Xti. fe^^Rg (t-^^-^ 2 4BfrBl) (D'i^. Wt^m 
D Wffl (O^^^HH'IS^M^^: SBH ^ n ^ o T - :^ -Y ^'-fk ^ tifc :7 t >y ^ X ^^ETx D tB 

— ^-TMu B I k\z.^'oxm^^^^i^-j^—vw^m^m\^^xyT-j^yn: 

Sf^fb-^^o B I A^i. /W;^^ hU>y^P I CcOlgp.J::LT^>y-fz->>M^0t 
filA/)^^ l^:6^^^^^7°cDS^-7T>y ^X^gttlBi^t^^c^. ^>y-b— v-^^ 

SHt^/}^^ci(D^^y-tr-i>^SI^W-r^J;^^cLTfeJ;i><ii:^c?iB^n/ci^o 

: /W^^ b U -y ^S^ii^-^^/l^ 
h U -y ^gfei^-^-;^-;!/ (BRT) tD@a<J(i. ^ W;^-^ h U >y ^ P I 
C. ^-U >-^^r FUX. I5^^n-H\ ®7yf-;l'r FUX. ^-f h;P<>li7;^ 



(71) 1 1-5 1 18 8 2 

B R T (Dmi^ ■ 
• B I A/R e g 

•9.6k bt-f^^A/X. 2 5^^^y hU~^mm (M^M^^if T^^^D) 
BRTii. ^W:t^ h'J >y ^A:^f-?tbT. ?3?D{^tt6nfc B I A/R e 

DPC;6^B I A/R e g^g'J ^inX htc^^tCj^;^-r^/ci6Ji:{i;. 3^(Dji 

yT--iv-^ : mt-r^t/^HM^ mfci;tf b I A/R e g5^)^^»J^n^^t:^SA'^$> 
mm^j^rs B I A . b I A copfm^ tERTizx-^r m'/t ^ tiftmm ^ - f 

y^fm^'^'^^mic^^yoD/'i^^y^ hV y ^ P I C:SrA:^-r^Ci:fc^D. v-X 



(72) 1 1-51 1882 

K) s mti(Dmm(D^ j:. ^ ozt ^^p^m tr^^, 

^^g^^T^^Tfe^o t-^5/u. DPctj:. ^o-r^c tfimW:'e^:^tmm 
t ^MiR-r ^ct^ pjtg-e^ § o 

3>t)^^. 4;6^^ 1 2ffi;6^P.^§ P I C^}lli^-r^o L*^b. PlCti. S^Xt^- 

. loti. (P I Cfi. /^-r^^ h U «y ^i:tl$r;PnUXAfcJ;oT^x>y 
n§f@IAC)i5i;&M^-r/ci6tcf$ffl^n^®-e) iwicp i C>&ffli/^;5fij2tDf0A<?3m 

P I C^^Jl—^cDmcDmAt^^'Olci^ r3fi<j ;^i>c^-efe^o ^'"^ e;0^;O^^JB 
C-Dfzm-^. SiififgS^ti. oi^— ;>< ^y-b->>~:6'iB R TfcH^n. -fglAfiM^ 
^P I C^V ^j:.XhT^Ct:^m^.^tl^o CCDZyX'rL.lt. mAt)^P I CT 

(D 



(73) 1 1-51 1882 

lult. ^(DrtstJyV'^-^^-7^7.::i~-Yt^Z(DT-fi'^yV 1. TIT?; 

2. :K7b\ 3. Mmf^T^. ^) ^?ibTl^^cD:^^:6^fB^nTl^;g.o cn^. 1?^ 

mim-e^oTfe. J;^MOimt0^x>y ^;6^^T-r§^-U^«. >^X-rA^f^ffl 

< ^V^C h;SrlSi6§^T^i. ^^0'f@A^Dy^'^> hfiT^-r-^--<- h^n^l^o 

■^"Xt^—^Cdatabase-wide involuntary biometric database search)^|l3^p 
ing conditions of light activity)B#rEScO*^:6^^^zail^fT9 C J:oT. 1/ 

X 7" f> t c J g ^ # @a ^ n T I > ^ f 0 A ^o'^' - ^ - X p> ti^ § ^ n ^ o 

X^-^^/lx (CST) ©gfi^ti:. rtgPiOD P h^MtC. 
X-r-Ar'— XcDti^^jgrfi^®y^-tX^IM|tt-r^C i:T?fe§o b 
{^fi:. >-X-7^A^c[l8^;g> h^7V^^;^)^:^^;^§{0A^ fgfT#s *5d:0-V-^ 



CST (Dmf^ : 
• B 1 k/ 1 n t 



(74) 11-511882 

• ^— h/h — ^>'J >^VF D D I ^-^y b 7— ^-O^ — -701— X 

• v"- ^ ^-xm^^ ^ mmm z ^ - a > 

^CSTtt. h-^>U -r-^t^-«-y -yr-Y/^ (F DD I ) ^<^,ft31 

i:t/3Hij^/'ftt^^^-r^o flJ^tf. #:^1fi6^^(standard)il^^t-tfXt;ei8M«. 

fit-r § C ^ J; -3 T-b -y 3 y^fJ^]^ifjt-^o B I A aSpfl^U ^xx h ^ -y -fe- 

'rs/ci6tc. CSTii:. C S T4o j;t;7^-^-^— xrHltT) h^^^- >y ^^^TBf^ 
fb^^o cn^tT^/c^fC. C S Tfi-fe^y >^;&^i^ct-§o ^(Omit. iyT. 



(75) 11-511882 

D P C h-try^ ^Ji;|Wli:±fm^<:feoTfc J:v>L. fe^l^ti:. C S TJH 

m(D -fe ^ ^ U -r- ^ fi: ^ D Jilt ^ O T\ -9- ^1-°- b -tr >^ ^^^-tt iz;-^ 

mym^ — ^-rjVCOmmt. ^MfTCissuing banks) cDf/eSa}6^ DPC^C 

I T(DliJt : 

• B I A/ I s s 

W^;^- K^'J:mSA1f^^ffli^Tigf?Je:J:oTff:bn^o I TfcJ:-3TA 
;^j^n/c?gtf#:3- Fi: B I A/I s s cD V A Dfaiirt^cgii^nTV^^fgfT# 

=3- F^^^px^x^y ^^CcfcoT. D p ctiistT^iisij-r^o ^^-r^ 



(76) 11-511882 

<0. B I A/I s s«. fgfT#/^y^U ^niX >y^z— ^©tt, 
I Tacn^D P C^c:7^'7- F-r^o int. ^^y-tr-v'zi- K^ffll^T^cO 

lyX-T-Alt. fgff#/^>y^U ^oiX h^Sff-r^i:. ^cD B I A}^': B I A A I 
s sX&^Zt. ^cDB I A/I s s :6^%f^#n- F^cJ:oT^5f<^nTl^^SS 
tTf;:Sii^nTV>;5C i:. 75:?>tf^e:. F U >y ^ P I C tc^l^TligiJ 

^n^fiIA*^^^cD§SfffCOl^TD P Ctc/^-y^U ^JLX F ^Atff^ C ii^g^oj 

^^T-fe^il^. DPC«. SmcfL^Cr:r.^~CD 
t2ii^^ D^Tb^e. ^T^DU ^xx F^^ailf^o ein;0'5|t7-r^i:. DPCti 

. mm^ic^]src^r(D:£.'^~-:^^-r^^mt~^nrc^'^-y^t-mic. mxcom 

Jgn— F^M-To 

« r^/ilfl^T^^ ^ o .fFlttT^i ^ L J: -5 f ^ ]Sitt*'i^ ntf . f{l2 AtO T ;^ > F ^ Hi 
5j-0/W:t>< FU>y^HigiJn-F^c}Iijp^§7^ri;^M,ott^f£ttT\ igl^O^^ 

SgffilB I A/I s s t^^u7.^:x.^y ^-t^t^^^Z-hlt. I T*5i:0B I 



(77) 



¥fm¥ 1 1-51 1882 



-b X ^ n /cf@ A/c: 1 1 1^ oj ^ nr V ^ ^ C ^ ^5S^ L 1 1 ntf ^ ^ l \ 
^— : Sil]M^:SM (Automated Teller Machinery) 
/^-r^^ h U -J ^ ATMCD^mt. ^y^—z'^y^tl— KCinterbank card)^ 

•V&^o Ctll^. ^^^^ ^y^P I C:fei;t/ri3>>>h'r>7^^y<>Xr3-K 

-So 

A TM(Dmf^ ■ 

• ATM 

• —itMB I A/ATM (X^^^O^^) 

• D P C^CD^Mt 

/^'r^t:?^ h U >y ^ A TM^i. B I A/A TM^ffll^T. fEIA^I»-r^ 

^ h ttc^tDf@A;^v^/:t7^ h u ^y ^ p I c^<^xjy±i^>h^y7'-j'>x^m 

^^r^mMmcr^^X'U^^J;:^lC-t^o B I AAA TM« A TMrttd^M^ 
P 1 C4o^t;A;^'>y b'O'-r^y ^7Xzi-K^DA;^ffl^c«, ^#cDATM(D 
P I C/^~y F^M^^o ATM«. X. 2 5 fe^l^^^T^A^ffll^Ti^XT^A 

B 1 AAATMa. EJt#OA TM:7.>y h y-^ il^D— f*lt:;6'«T#§/cttfW4c 
J; ^(c^tj^Jc^tl^o D P CTb'^B I AXATUTil^yh U i^:3iX hJcM^tc 

t^B I AAA TMo 

A TM(Dm.1WigfT3- Fi: B I A AA T M^iStT:^- F nx^x ^y ^"T 
§Ci:tcj;-3T. Mn-fom^^l^n^. B I AAATMfJ;. VAD^tC^tt^B I 



(78) 



1 1-51 1882 



. hVy^P I C^B I AtcAtlt-^o B I Aii. hr ^-feX 



ATMii. B I AfCl^X4-°>X^m^lbt-^i:9fCg3}<L. ^©tt. ATM^D 
7^VxyU-YX^';->±fC^i5^n-F^g:^-r^o S/t. ATM«1/X4-°>X 

r#}e (duress) J 7';^'j7> ^^zX^ff oTl^§®^^^5iMt"^o Wj^T 

uress transaction)ti^M^jf^l:^^ C t^^COmXlZTjkT C tlt^l^. 
ACtiWl^^-^rurcn^o UAClt. ATUf^m^-^tiiriz^^y^i—iyaDuy 

B I A/A TMJCtJ;. L C D^P I C/-^^y F*MtV^Tl/^^V^cO-t:\ ATM^Cti 



(79) 1 1-51 1882 

itfgpo s ^-^^/p (PPT) commit. wmmm(Dmm^m\^^r-^~^-^ 
p p T(Dmi£ ■ 

• B I A/c a t V 

• [voiceView#g^ c^m'T^wijit'Mii) ^mm 
•mm (4— H\ mm. v^^) 

•DSP (v'i^^MM^y'u-t-j^) 

o 

^ o 



(80) 1 1-51 1882 

^(ring). ig-M (connect! on) ^^Sr^^^L. CtlicXiQ. fe^l^tittfg^^y 

*5j;t;v-^^ > h n - F^^t?M-r^tM^^T P P T fCT^^>?^;l/73^T^^~ 
r>>n— F^^, fM't'. tf-;tf^^ia^ (disconnect) C ^tCigM^n 

igp°pfS^g*^^'^'^>p- F^n^i:. ^cor^. P P T(ifEIAfC7°ny7°F^mL 
T^W^^ FU^y^P I C. F-r>7^'>y F^fJEL. ^Ott. M 

Mm=f-^'^ny^i^'Dr. h^yy^^^i/ay^DP cicy:tu—VT^o i^mef 

■mmm%i(D^m^^xsmmt(Dmi^. d p c t^T-^-v > f n - F^c>r^ lt^ 

®migS^^^x-y ^b. F U >y ^ P I CcD^^i]tt^|iE0J!b. ^cD 

;6^~;55cri]'rnif. D P C«igA#©r FUX^UX4^>X^ ^y-fe-v^jcM^b. ^ 

»tL. {ElA^D^iJ^^n- F (B I AfcJ;-pTII^|{b) ^ L C DX^ U-y±tcg^ 
^ — ^^;F : ^— y;FT V P O S 



(81) 



!t^g¥ 1 1-51 1882 



c ATvmftm}^Ammm^~^i-j\y (cpt) (Dmmi±. r-u\^^mm 

CPT ®« : 

• B I A/catv 

• ^-7vvT V v^nym^m^'&m 

• ^~yjv T V iS^J^^^XT^ f^fjilft^ ^ y^-^)i^(D r ^ -tr X 

B I At mm-r ^t-u }£mm o -j^^^ xs'r—fiA^jtMWi.^ vw—^ Tiifi 

■r ^ T- O b >y «y ^ X^-grt^o 

Bt C A T V frnWi J; o T {'fl^ -^tl^'^-^^'yh^V'fyiy^McX'DXm 



(82) 1 1-51 1882 

fji! ^ n § o ojisi A:^^flii§m A?^^^;b^^Ji^^UT ^ ^ ^ i^^Mf ^ ^ -r <nc . / ^ ^ h 

- U e >>^ 3 y >y b 7- ^ -^m% b T?4^'rf fS^^fSf ^ ^ ^ pJtgTS 
Z.(DT~^^^^^\t. ?Bfi^;^^^ - y /I' T V JA^M:^^ ^ Sfi b fc >y -fe - >>" 

o ctiA'iMS L< ^i^ti-a-^cii, (Mwe^^n^nri^^) c A T v-t>y b h ^y ^M^" 

^y ^Xi: C A T Vn — ;^>;l/;t'7^'X^£Diig-t:\ ^y>^3 C A T V-tr>^ 



(83) 



If ^¥ 1 1-51 1882 



T^-^7°a-fe>y>'>^--tr>^ (DPC) it. ^(DmiiTlcmf^Hir^i±mtL 
X. ^S^IX^It-:^!^ (financial transaction authorizations) tMA^O^Mt 
mik Oo D P C "^^r^ "7 r ^ X (secure faxes) . ^ ^ > 

AN (M3^5->5f^i:*5t.^Tl.^^) (cJ;oT. t^lcmm^nrc^<(Oziy\£:x-^ 
^S^D^^-r'-^'-^— X;^^P)^oTl/^§o IIi5(cDfl]— (7) D P C -^-^ h if(D— 



yT-fr^y^^—JXy-^iyy (Firewall Machine) : D P C -^--i' h (Dx^ h 'J 



GM : 

h-^i-Yvi/y (Gateway Machine) : iyT.T' Ku—^ ^-.—^^XlS 
D P C L A N 

D P C P — ;tr;l/aiU r^-^y hy— ^ (DCP Local Area Network) :DP 



F W : 



(84) n^-^ 1 1-51 1882 

I B D 

fglAO^^-r:^;^ h U >y ^-f— X (Individual B irometric Database 
) : fiaAcD/W^7( hV y ^^^tfP I C:3- F:6^P>fSA^»J-r^o 
P F D 

i-Xtu^Dil^^O-r— X (Prior Fraud Database) : i>X7^ AtC>r^ bT 
r'i'FMT^i^fTo/cfflA^U X h A-r^;^ h U >y ^;6^-en^(DfLSIAtOl^-rn^^ 

V A D 

^'/iJ^^M^Ox— ^7--^— X (Valid Apparatus Database) : B I A;^>y-tr 
A O D 

^gcD^—- cDt"^— X (Apparatus Owner Database) : B 1 At"^ 
I D 

W^i^T'—^^—X (Issuer Database) : iyXf-I^lcmtat^miWi^ 
A I D 

yM^^'^tltcBAf—^^—X (Authorized Individual Database) : z^— 

vi-jv^rcitrnj^B I A7^v^-rx;^jit.^^ci:^w-$nfci®A^ouxb^iB'ii 

RMD 

U ^r— h"^— ^-V V h-r— X (Remote Merchant Database) : flHiS 
*3 i; t»- 7'Vl/7^ b ti S>~ 3 y V— ^ ^ > h .i: ^ t iK^ I ^Mt" § i6 

E D D 

K4^rL ^ >^ h-r'— ^J?'^— X (Electronic Document Database) : ^|?, 
^n/cf[aAtcJ;^fxaiLcD/c^tc. 7T^X:|oJ;tf«?^— ;b^cD, -B^K^^n. 



(85) 1 1-51 1882 

E S D 

M=f-^^'T—'^^~-7s (Electronic Signature Database) :||3^^CcJ;-S 
MPM 

::K^y\l~-J-fri^^y i/y ^"^-J (Message Processing Module) : ftt 
S NM 

i/— ;P (Sequence Number Module) : D U K P T i^— 
MA CM 

;^ ^y -tr— i>V?:r!^,3]-- K-tv^n.— ;l/ (Message Authentication Code Module 
MDM 

^ >y-tr— >>1I^{l::^>^"a.— ;V (Message Decrypt Module) : B I A^jR^ 
J: XS UX 4-° >X ©Bf ^fb43 J: t>1I^f D 9 o 
POL 

P I C^^Vl'— 7°';Xb (PIC Group List) : P I C i:. PI C ^^Vl/— 7" 
(0^)7.V\cm^'t^'T'-^^—7.:i.lyy^yh(Dmj^h\z^'DX. P I C ^"VP— 7° 
® *y ^ r >y D M 9 o 

I ML 

IBDV:^yUXh (IBD Machine List) : Pir^^D P I C ^O/i 
I B D bn- K^Mtt-§C ^^feWPI^ L/i. ^-r>^'J;tf/^<y ^T>y7V 
— ^ ^— X v ^/cD;l/ >y ^ y ^y y ^ilX 0 is ^ o 



(86) 1 1-51 1882 

T^— ^-^-XcDX^^— V (schema) ^mmT^mi^. :^(Dms^:h^y ^ —jW ^ 

int <X> <X> h(?3fam^fflV^^M^j(^-i'7° 

char <X> <X> /^-r hcD^^^iJ 

<^-i'7°> [X] itt^(D^-r-7°cDS^ <x> mm 

■x-^^-XcDHa-ltgl^^iexE-r^l^JC. m rexpectedj ^i. ^^fcn-K^ 
X7"-^x;&#tyiS^/^^-y h^M'^M-To 

6^^rcti!t%i»^iS^^c^^7^<y-tr->>iaiM;><:^-XA^/]'bTfft3n§o ^-b 
BIA^ >y-tr— v-^gp 



4 -/^'l' hBIAilgii 

4 -/W h ^yXNo. 



(87) 11-511882 

^ -y Hz - zyMM n — K (MAC) 

BIA>< -y-tr— v-^gPfi, BIA-rVWXtcJ^oTfl^i^Jc^n^o BIA?^ ^y -tr- v-'gl^^, 
1 oS/c« 2 0(7DyW^p< h U ^y PIC. 7?:Em. J;tf J; oT 

riSAt^ ^ n ^ —^^rj: U v-'x ^ <Z) n y T- > ^^t^ o 

r± : BIAy< >y-fe-S>~g|5cDMACf^. BIAgl^tc^D^Mffl^tl. ^- 

^-^-tJUt. V ^oix ^^>y^z->>HcMT^ft!l^D7^-^:^^-^^;^^^y-lz 

^y hcDBf'^lb^^-r^;^ b 'J >y ^-PIC7~~n>y ^tcgSjO^tc^Cyo ^— ^ 

U^t^yx^^^y hit. mm^-y^'t. MAC^^-t-^gP4oJ;tfMAC>SrW^^l^gP 

^^y-fe-v-'^-ry 
<^>y-fe-v>-!lf^x-^> 
MAC 

<ftjic7D ^ ^y Hz - iym'J^y'— ^ > 

MAc^^-r^^^y-fe-v-^gpfi;, BiA^cjMM^n. ^con^'^(Dm'^\zyf^^"m.mw 

MAC 'ft O IjE 0^ © fc i6 B I A }^ft ^ n 1 ^ "7 T ^y ^ X aft ^ ^ (D y^fi cTD 7^ - ^ 



(88) 11-511882 

DPCOy Z-rr 'i^^-— (Firewall Machines) (D I -Dt)^/^^ h^^M 

BIA^N— F'^xTIMn— F (^^^>y htDBIA^J^iJ) . ir^XNo.. fe^fctf^^ 
^y-tr— >>"HSiiE:3— K (MAC) ^^tSo QUlt. MC'Eiy ^—Mc/^^ y hMkCco^^] 

BIA-T^V^-rx^cM-To 
^L;^/^^^y h 

dPm^m-t^^rs^^y hti, /l^^y h(D0i^{h^^^:t^ h U >y ^ -PIC-^ n >y 

u ^xx Ftcj;s^-r^Mfc, J^:^^/^^^y h^j^N^HT^Bi^^bt-^o ~^^ic. dpc 

X/^^-y hit. U ^xx b*WiJb/i/^^S:^^^^t-C i:*^-e^^X-7"-^X^/c 



(89) ijt^Jp 11-511882 

~/^^^y h^m-^-flc^ (failed) J ^HS/£$nfciS^r3- F^^-T 

Dpc«. u ^xx F^M-r^PEgtcMiffffli^^n^ 2 gp-^ 

— v-^^HIf-r^ : DPC^i. PICn— F^ffll/^T. IBDn'v'VUX F^^— 
TCcD^;^P)tXfcPIC3-F fC^r^-T ^ fiSU^^ D M ^ ±^ I BD V >4o ^ tfV ^ >y >^ 

r >y 7°iBDx'>^>';&5f<a6;i,o DPC^i. ^^-^^zy^fc^t^^^y -j-f^iyy 

tDl/^^'n^b^Cin— F©^>^l^7atCiiSiJU ^ICX F^j^ff-r^o IBDVv^^/Ji;, fi 
AtcM-r^IBDUn— F^/cii; rfSA^BJ! (individual no found) j Ji^— ^ffl 

iBDv>/>^i, ^-x.e.n/cPictc^^-r^-r-^ToiBDun— F^^Dmt-o 

F U >y ^/N— F'j^xTT^V^-rx^&ffli/^T. IBD-T>/>i±. :S.ur2-F 
F U ^'i:. flilAtD^^-r^T^ F U ^y ^ h^|;bl3i cn5>20 
tD/^^^^ F U ^y ^cOliflUfi^^-rJrtl^XnrtciiJil^^o l^-TncD/W^^ F 
U >y ^t>-F5j-^Mf«f±^Wr§i:bl5xnr^W^^l^±l^. ^ntD/W^-^ F U 
>y ^'^ffll^Tl:hl<?:^^^^D}g^n^o ^2(D/W:t^ F U -y ^cTDi^-mt+^^^IM 
mi4^Wt-§l;t$$X3r^^^:^V^±§-a-. IBDs-^/yfi, rf@A^0;3J ai^-^ 
fe^V^ti. IBDVv-^^, IB^^n— F. T:^'>>FNo. . ^-T F;F. m<D'7 
-f F ^^^t^/= ^ fi A^D I BD 3 - Y^W^Uto 

^ y F -Y >"T^~^y ^ x^3iji^-r ^t^^^ifx D m ^ o 'J ^xx F tmztiT. ^ 

x-9->-f°- hX^^y-J^cEnj^^cM^n-r^GMMilTii. »^;6^^n^y ^~^n. UX4^> 
X/^^-y F*^~j^:.^:3- F^^-r^i^^. ^©UX>i-°yXA^>y Ftt T^.tJ b 



(90) 



11-511882 



mm 

'ix.^-y r -J ^ xmm 

^±yr-j^ysm^m 
^^y T -J ^ xmmtu^ 



(91) 11-511882 

BIAgP : 

4 -/W bBIAIM 

m^fb (DUKPT^) h U >y ^-PIC:7'n>y ^ 

300-/^-1' b^l^.^ h U >y ^ 

4 -12-rV v-'^y hPIC 
56-tf^y hfS^M 
MAC 

hV <y^IiSiJ:3-F 

MAC 

f®A»J'J ^xx hfi. y^-r^^ h U >y ^-P I cyn>y ^;&#L. DPC^ic 
m^ti^t. DPCfi;. fglAO^M. h i;>y^iiSiJ. ^oJ;mi5m33-K^ 



(92) 11-511882 

BIAgp : 

hBIAi0sglJ 
4 -/W hi/— ^>;:^No. 

Bg^^b (DUKPTil) /^-Y:^;^ h 'J >y ^ -PIC7~ n >y ^ : 
300-/^^ h7?:3l^>^:t^ h U ^ 
4 -12-rV v-^v hPIC 
56-tf >y hJ^.;^Si 
[:t 7°i/ 3 ^;b56 - tr ^y h 7^ >y -b- 

im 

] 

[Tt-T'v' 3 ^;biMfi7 K ux u ^xx h] 
MAC 

IBmn-hT^^X h 



7?:E^>t¥*ffl (7?:|^. n - h . h -5 y ^f ^ 3 >^SiJ. ^) 

c^^m. ok. ^to 

MAC 

U-r^;V^lf,fc|||LTfi. DPC^J;. U ^xX h (D^^-T :t h U ^y ^ -PIC7^n <y 



(93) 1 1-51 1882 

DPC;^^ btDT;d'>>' b^y-7"^>y ^X^fflV^TfgIA^D«jgT;d'j7 > h 

i) mmmE^t. agPSx-— ^^^hn-F^Wb. DPCfiCOn— F^jsPiv— ^ 
^VFf'-^-^— Xi:M^LT5^x>y ^b. /^^^y F O "T— ^-v y FliSiJ^O'^T'- 
J^lct^X-^tircMMT^'yy hit. iaPS-^— ^-v ^ FcDr:^':^:^ F-^SoT. 

B I At^> X CD ^ — :^ CD r ;^ > F T iJ; ^ V 

ii) -^^IC^ 5SPi7Mf>^^^^-l±^BIAxVWXfJ:. flUAcDBIAT^V^^X-efe'g.i^ 

-<-XUX F ^ps^bT»J^n/ifIilAcD/^^:t;^ F U ^y ^'fiSO^^^x <y ^ t"^ 
o faA;()'=7^VWXC0fl!ffl^7?:|g^nTl^^l^i^^^c«. DPCti. /^ISU^xXF 

iii) gftf;:. 7Mf.7^^«y Fti. r^s^ffTFbXj ^ >>>>-^^-^^t#;g,o ^1 



(94) 11-511882 

B I A : 

4-/^^ h B I Amm 

m^it-^nrc (du k p t) a^;^?^ hv-j^-p i cyn>y ^ : 

lOOO-z^-Y h lg 1 O/^-f h U -y ^ 
1000-/^^ b mzO/^-r^-T^ b U -y ^ 
4-12T'V>>^^y h PIC 
56-tf^yh UX4-:^/XM 
56-lf>yh T^^y-tr— 
MAC 



St^r;^'^^ h UX h (r;d>>>h^>T^^^y^Xn-H\ rti^yh^^ 

) 

gfe5UX4-°>X 
Xt-— ^Xn— F 

^M?n-F-^4^X F 



(95) 11-511882 

P I c 

DPC}iffipicuxh (Tt^mn-^titzP I cm^^^titcm^) 

X7^-^Xn-K (ok. JgS) 
MAC 

f@A(i. h ^^Si^-^-:»-;V (BRT) ^ilCT D P C fC^Si^^ 

hU>y^. *5 J; mi AliSU n- F^^O^ii^^^-y h^D P ClcmmT^o 
ilWJc^ fSA««?;^-;l^T FL^X. ^^jt/^c^-T h;l/4oJ;r/^-t' F;P^yT^~-y 
^xn- F^Wt"^^^ F;UUX F. -^^ic^^Umm^ it^s^-^ rsSNj 
) ^#^-i±t#^o fiA«. g5j^C)P I Cn-F^}l/u-efcJ;V^L. >-Xf-Atc}l 

i£^r^^\^\ ej{^X7"^y7°fc$5i>T. i;(MtcA:^^nrci/^:^^^^T'-^tei(^ 
^mv ^j:-xh^^^y ^i^£^D^^+^'f Ftc:7^y- F^n;g.o ^^dpc 

f--f F«. M^x^y^^f*. I B D-^>'->'^(D I B DiS&tcDfiJ 0 ^^IT. $5J: 
tffiil^D^TcDD P Ctl-^ F^MfT-r§/ci6fCife^g;&. t'V X F V td~i— r-^ F F 

^>'9'~^>'3 redistributed transact ion) ^ff o 

P F«. ftilOD P C+J-^ F^MiT-r^/'ci6tc-rVX F U ^^-T- 

^ }^ h^y^^^^^sy^mj^^ml^. ^:iiX F^c^tbT. P I Cin- F 

^li^LTl^^i/^fecDtcoi^TMaiL. I BDIBif^ (P I C^";F— "/UXF^c 
fct^T^g^^n^) ^'i'>feJ:tfV^>y ^r-y7°I B DvSy— >fct&|!f^b. PIC 
fecfcCTii^^^^y F®/^-r^^ F U ^y ^}i^14^^x>y ^t-^o 

DP Cii. fSAIiBiJn- F^oJ^tf/^'i'^^ FU ^y ^^tr^VF^im^x^y ^Xx 
>y7°^^tf li0XT-'y7°Pt3fcmi6^n/t/^'<^^ F U >y ^ X J: t^ii AI^S'J 
3-F^. [5]-©fiAaiSiJi3- Ftclii5E|i]}i-ott^tiTi.^§. i-:^i|iit-Sii$n/c 



(96) 1 1-51 1882 

mt^JgSbtf^ : P I Cr3-F;0^-J!S6^-r€^^. fe^lHi. ^W^^ hVy^ 
§o ll^^oJtg^P I C^}l^'|^f<:fSA^ffi]^t^^<. DPCfi;. ^ti^cov^Tti: 

Atl^i)i'rt\ oCOrrUl^P I ±fiBji^P I C UX h;!)^G}lUi^nTfe 

r^^yyh inm) r^-trx 

B I Ag-P : 
4-/^-< h B I Al^glJ 

Bi^fb^n/c (DUKPT» ^^^^^ FU>y^-P I cy^a^y^ : 
300-/ W h 7^:11/ W ^ ;^ h 'J >y ^ 
4-12-rV v>^>y h PIC 
56-}£y h UXv1-°>X^ 
[fi SO 56- If >y h >< >y -fe - v>M] 



MAC 

^-^■i-jiui: mm) 
\it^mt^nft (ux4-°>xii) : 

lilMcOP I C] 

M^n-K (^m. o k. ^m) 
MAC 



(97) 11-511882 

MT#/^^y^U h 
B I Agf5 : 
4-/^^ h B I AMWl 

m^it-^tlft (DUKPTgl) hU-y^-P I C:7^n^y^ : 

300-^ ^-r h ^If./ W ^ ^ h U 'y ^ 

4-127^V>>"'y h PIC 
MAC 

a d d </W:ty< b U -y ^ I d> <T;^ > b ^T^^y ^X> <Miir;^7 
r e m o V e <^^'Y^^ b U -y ^ I d> <r;^'>> h-T Vf'^-y <M 



(98) #g5p 1 1-51 1882 

M^n-K (^m. o k. mMO 
MAC 

• 4 • 

s -tz4^:x ij -f-'i'jSSWn'Csecurity violation warning) ^iSiib^ ^/cU^JiX 
A^ligiJt-^o DPCtJ:^^fc, 'f@A*'^^lf.$n/cfiA7^^-^^-XtcSii^n. 



^Bm^#iiSiJ^c>rf LTi:b$5LTfgfT#3- FA'^m?g$nTt.^j5:i/^ii 

o 

D P CJi:^j^t<:^-y-b — S^^M^CJ; DBf^fb^nfc/Vy^^UX hrtcDri v^F^Dil 
i]PfcctOTJPt^:^fTt-^o /^^y^UXF«. mi-aj(tT5i-|?j3-T>FUX FCnewli 
ne separated list of commands) Tfe •So W#J^"^ > Ftiii(TC) i: 4o D Tfe-So 
add (ji*p) <yW:^^ F U >y ^ I d> <y ;^ > F-T >-r^'y ^X> <^^r 
^•^VF) [ <Mt'.:7^^'> ] 

il^jnrn Fa. ?g^^n/c7:^'>> F^y^^^y ^XOr:^'>> F UX Ftc» 



(99) 11-511882 
remove </ W:t^ b U ^ I d > <r ;^ > h ^ ^T^^^y < 

3. U 7" ^ iSSW^^SHii b . b rc X 4-° y X (7) U X h x > h i; ;gris# (app 
ends)-r^o ^m^rcJ:-> h V It. nv> H^Dt-^^X b*5j;t5a:^— n- 

B I Ag|5 : 

4-^^^ h B I Amm 

mmt-^tifc (DUKPTH) ^^-r:t;^ FU^y^-P I cyxny^ : 
300-^ F W ^ F U <y ^ 

4-12xV v-^^y h PIC 
56- e^yF UX4-°>Xil 
56-!£^yF ^^y-tr— 

-(z^rL U T-^ ■t— F (f:S|jE|H|(unsecured). D ^f^iiiE (sender-secured) 
X fi^SjE (secured) X f^iiEI5H(secured-conf idential)) 



(100) 11-511882 

[ffiS^D T - ;^ :7 T <y ^ X > >>> - ^ ] 

^-^i-ji^: mm) 

MAC 

D P C;6';S^yT-y ^XA:^'; ^x.X h^^'itlX^^^. DPCii. fSAIiSiJ 
7°n>'->>>(ct/^oT. U XXX h U >y ^-P I C ;b^^{@A^^BiJ 

^mAfc^f^^n. ^oc ^tcj:oTXr ^y ^Xc7)j^D^«^B#5i^^cfg^SiJ^n 

D P C;^^' h-^-y^y^'Oge^T b-^^y4^>^^'S-^^^|?5cb. h^>y^>^~ 

h >; ^y ^liSiJx -t:4^:x Ut-i-^— Fs 4o ^y-tr— 

^^c-^tbT. DPC«. gtt#Heiifef1s)3jc-r§o DPC{i;::^tc. mm^<DyTy 
X X X' cl O ;>< -y -t- i>~MT0f ^ft^ tl/c "7 T ^y Xt^- ^ ^mmT § 

uxxxh;^'^ rT-;^;-r:7'xr ^y xxj ^tcit m^xmMj -r>>>>-x^ 

^— XfcAtl^o <ine^DSaat^OtXP^CDMfTfi:^Tf*#liS (archived version) 
Xr ^y ^X-f^-XaSiJ®x-r>yX''T-32^ft$n. ^nic J; DilD^AV^^^t^^ h 

^ifeXT ^y XXf"— X 



(101) 

B I Am : (TOffl) 

Hi^fb^n/c (T^^y-tr-v'^SI) : 

^^:7 T >y ^ X 7=^- ^ UX ^'-X 
X-r— ^X (*^. o k) 



1 1-51 1882 



7 ^y ^Xt^-:^ U ^JiX hJi, T >y ^XT^>— >^C, Xr^y^X 

XT^y^X^^ - X fi. T >^ X X A;^ U X xx b J; D n 

>y-tr-S>^^tcJ;-3TBi^{b^n^o D P C /b'^X T ^y XX^#:^gtt?XoT L 
^^il. DPCti. ^^^t^cDXr ^y ^X#^^^^Xr «y XX#fiji^(Secur 
e Fax Arrival Notice) ^ ^y -t—v^'^j^^o DPCfi. X T -y ^X b ^ >y 4^^^^^^ 

UX h^^DtB-To ^tt^IH^^T^^XT-^ 3 ^XT'yXXS^^ji:^-^^ 

XXX^-;l^K^ TM^-Pr^^j -\i:MiTt-^o ?i : -r^XT'-f t^-v^b >Xr >y X 
XS^t;6^^ld^ if^, D P C:6^iMftXT— XXX^-;L'Kf<: re>^-j iifBL 

fc(i:x-^-xxx^-;vF^ rm^um^j tcMfr-r^o 

^^XT>y ^X«fHM^ (Xr >y XXX>yb->>') 

}^(9^0^tif. ^i^±^ (company). X^ J^t^'X T >y ^XS-^ 

X T >y ^ X h ^ >y ^>X^^#^ 

XT >y XXOX'j7yn— F7j?£^coi/^T£0jg^ 



(102) 11-511882 

(D X T— ^ X ;5 o 
"^^yr^y ^XXt^— ^XM^n (:7r -y ^X;>< >yfe— v') 

:7r >y ^X h-^^y4^>^^^S^ 
OTtOfecD^Sr^-r^tt^UX h : 

iMfg ^ *3 J; t>'X ^— ^ X 
^I^/^MXt^-^X 

D P C ii. ED DIMt— 7VVrtcDfSAc0^tt^$5^t;:^-r b;Hf IB^O^n^^ 
n^^^^t-^o v^X-rAfc^^^tlTfe-^l". f^^oT^^Xr -y ^X^S'tt^^ 
Ctti^'e^rj:i^mx^ &^\.^tWmf^^±^~-}^^(Dm^. DPC«. S^XT 
'y XXMii^O^j^^^i^o ^(DiX^ioic. DPC«. XT^y ^X^ittigjt^o 
X T >y X X ^ e i>-cDii-^. DPCfiXT>y^X CDmimcf^Pl^r § ^ T 1 

X T >y X X h ■5' ^y 4^ > 
^^XT^y XX h-^>y^y^'U ^JiX h 
B I Agp : 
4-/^^ h B I AM 

h v—^yxs^ 
0^f-ifk^n/c (D U K P Til) h U ^y ^- P I C Xn>y X : 

300-^^-1- h "i^^^h V V ^ 

4-12f'V -J^y V PIC 
56-lf>yh l^X4^>XM 
56- tf >y h >y -tr — v^^H 
XT^y ^X b-5>y^>^^#-^ 



MAC 



(103) 



1vfS¥ 1 1-51 1882 



h ^ 4^ > V X y X :7 r - V ^ X ^ >^ — v'^ CD ^ >y-fe — X X h 

X^-:^Xn-K (o k. ^fl^) 

MAC 

Stt^X-x— ^XUX bcD-yT^y ^X^^->>' 

D P Cii. ^®:7r >y ^Xfcov>TcD^TcDE DD^tt^fBSi^^l^m-rci: 
fci; *5ctmB^^^^-^§/c^6®XT>y ^X>^ ^y-fe-v-'^^i^g-r ^ C ^ J: 

>y ^X h^^y^^^^'U ^nix h^M-r^o h^>y^>X^^U 
h^?ToTl^^jglA;6'^Xr >y X3t»®}^D#-eti:^l^l:f-&. D P C ti;XT--:$?X 
3- F^^Kitc-tr^y h UX4^>X{c^-7T>y ^X^An^o 

F^^y^^^^VX^-^^x:?^ -y ^XfJ;. mf^^^lcM-T^mmx^-^X^ 

^Xtffg^Sr-a'/vTl^^o 

h ^ ^y ^ > ^^ii^p « tXTO 4o D § o 
S^:7T^y ^X b-^>y^>^~ji^n (XT>y ^X^^y-tr— S>^) 

l^AycD^OD^m-r^lf^V Xh : 

— ^ 4o J: t/X ^— ^ X 
^»^X-r-XX 
^i^XT-y ^X?K'9mL 

^^yry^xm'omLv^jix h 



(104) 



1 1-51 1882 



B I Ag|5 : 

h B I AfM 

Hf^fb^n/c (DUKPTH) /W;t^ hVy^-P I C7'a>y^ : 
300-/^^ h h U >y ^ 

4-127"^ v'^^y h PIC 
56-lf >y h 

MAC 

T >y ^ D m L L-X4^ 
56-tf ^y h?^-y^—iym 

x-r- ok. mf^-mm 

MAC 

Bf^fb^n/c 'y-fe-S^m) : 
:7T ^y ^X^^ — v-" 

r^y^XtclHLTED DS4t¥rdit:^^^??& b:^l>±I^. D P CJi. r^tt^la^A 
J X-^— ^x^M-To 

D P C(i0f^{b$n/i:7T>y ^X-r^->>'^. IELl^:7T^y ^X h^^y^y^^ 

:7T>y ^X^^-v^'ti. ^y ^X7b^^^|<j/[iIM^0*.^DA^i:"a;b^;gr, $5j:a'32i 



(105) mmVl 1-5 1 18 8 2 

o 

B I Agp : 

4-/^^ h B I Amm 

Bf^fk^n/c (DUKPTSI) /^V^t^ b';^y<>-P I cyu^y^ : 
300-/ ^-f h *Ei;/ ^ ^ h U >y ^ 
4-12t'V v-'^y h PIC 

~7r >y h^>y4^>y#^ 
MAC 

^-^■i-jin^: mm) 

X T ^y ^ X Jgg X 4^ > X 

Bi^fb^nfc (i^x4-°>'xii) : 

XT— ^xn-K (ok. ^t^f^mm 

MAC 

D P C(i/W;^^ h U ^y ^-P I C^ffll^T. r >y ^^xJgSU XxX b 

^ff oTl^^fSA^ISsS'J-rSo DPC«. >; Xxx hOXT^y ^X h^>y4^y^^ 



(106) ^gsp 1 1-51 1882 

x^'^a->^^y^y^tBSi^ftiJ|5t-r^ J;^^c^^^Yz:t§o ^commit, yr-j 
"^^yy-y^xr—ti^y^) ^oix h 

B I Agp : 

h B I km.m 

^^mt-^ntc (DU K P Til) h U ^-P I cyu-j^ : 

300-/ ^-r h mt^'^^:^^ hV^y^ 

v-^^y h PIC 
56-lf^yh ^X.t^yX^ 
■7T >y h^>y4^>^^~#-^ 
MAC 

^-^i-jvm: mm) 

^^y ^7.r--ti^yiy7.-^^yy. 

MAC 

D P C(i/W:t^ h U ^y ^-P I C^fflV^T. ^^:7 t ^y ^^xr-^-T^U ^ 
JiX h^&tf oTl^^fiA^iiSii-r^o DPC«. U ^JiX h(D:7r >y ^X h^>y 
^ > ^^^§^4o J: milA'D/ ^-Y^ ^ h U -y ^mm^ ^ o TSIA^^^Ht ^ n/c E D D ^ 



(107) Itgip 11-511882 

fe^i/^±i'&. u^xxh« rfgiAiffiJAj ^^t^ 

B I A g|5 : 
4-^^-1' h B I AflM 

Bi^fb^n/c (D U K P Til) /^-Y:t^ b U >y ^~P I C^n^y ^ : 

300-/ w h mm^'^^-^-^ h U <y ^ 

4-127^V v^>y h PIC 

y r ^y ^ X h ^ -y 
MAC 

Xt^-^Xh-K (ok. ^tt^^HE'^ij) 
MAC 

DPCti/^^:t^ hU-y^-P I C^ffll^T. ^^l^^lgU ^3iX h ^fTo Tl> 
§#lA^»J-r^o DPC«. U ^:i:x hO-yT-^y ^X h-^^y4^y^-'#^fej;t; 

flsIA^D/W:ty< h <y ^Hi;^iJ^cJ;oTil7b'5ybHtP.n/cE D D^tt^teSi^^^^l- 
^.f^^Iicr^o ^-5T~^^tn[f D P Cti. ^tt^sB^cD^I^X-r— ^X:7Y-;l/ 

(±gS:7T>y ^X7^-^#0S) „ 
^^:7r ^y ^x^l^IgS 



(108) ft gsp 11-511882 

B I Agp : 

4-/^^ h B I Amm 

0f^fb^n/t (DUKPTH) hV^y^-P I C 7~~n >y ^ : 

300-/ W h ^|^>/W:t^ h U >y ^ 
4-12-t'V v-^^y h PIC 
56-tf >y h 

"7 r ^y ^ X h ^ >y ^ y^"!!-^ 
MAC 

xf— ^xn-K (ok. mxmm 

MAC 

D P CJi/W:t>< h U ^y ^-P I C^ffll^T. ^^mSU ^3iX h^ff -^jTI/^ 
^fSIA^iiSiJ-r^o DPCti. U ^JiX htD:7T>y ^X h^^y^:y^^#^:|oi;tf 
f@A^D/W:t;^ b U -y ^^BiJfcJ;oT^;6^~*Hte)nfcE D D gtt^tB^^'f^^t" 

t^c^i^cT^o ^^-e^^ttiif D P Cii:. gtt#t2$icD^|^jXx-^xy ;V 
rig^j tcMirL. $/tyr >y ^^XcD}MD#t<:?^bTX-r-^XM5^n^^fi5c 
(.hitEyr^y ^X-f^-^#0SJ , 

S^:7T-y ^XlII«M 

^^:7T «y ^XM^M (S:^:7 r ^y ^X;'^ >y ■fe-v') 
IM^M^O U X h 

iai^^M«. '^^:7T>y ^X^>y-b->>^^/^bTD P CtcA^^n^o 



(109) 11-511882 

At} L T § mAm^~^-^nri^^ U . y t ^ X ^ -tr- S^^c 

m-7-±mAti 
m-f'^mAtiv i^jLXh 

B I A f^|5 : 

h B I AligiJ 

B^mt^nrc (DUKPTH) A^^>< ^ij>y/r_p j cyo>y^ : 
300-/ ^-r h ^IS/^'l':^^ hV 
4-12t'V v-'^y h PIC 
56-tf -y b UXt^yxm 
56-e-yh ^-y-fe-v-'M 

MA C 



^-^■rjim: mm) 
m^^mAtiuxt°>x 

h^^y4^>y#^t 
Xf— ^Xn-F (ok. 
MAC 

D p c(i. m'?±mAtiv ^JLX h^mfm^ t. mAmmy''tiiys^^icm 
■DxmA^mwi-r^o 

/cf@A©/W:ty< F U ^y ^fiSiJn- Fi: ^fc^ y-^-iymmnmitLr . ^ 



(110) 1 1-5 1 18 8 2 

m?^»T^-^u^jixb 

B I Agp : m^ffl) 

[ilM<D -tr - >>~:t :7 -fe >y h ] 
5^7^h4I( indication) 

Bf^fb^n/c (75^y-tr-v>^M) : 

M^:5:»-r — ^ i-x jj-N > X 

Xt-— ^X (*7^. o k) 

X h U >y^liSiJ^^<ffll.^T\ f-^^DJC. :^»7"^X h^&^^fciM 

U ^jix h-r^X hit. E DD:^*8a®tcm.lfi^n^^>ytr->^MfcJ;oTBi 



(HI) 1-5 1 18 8 2 

(Dm-f^ti'^^(Dm^:^mmmL&:^hHim'S(Di^-rtit^^^T-r^t. d p c 

-r>^ — ^->y hm^^— ;l/^/rLT. (document originator){C 

X-r— ^XM^n^jM^o 

X T— ^ X}1^«OT(^}1 D T-fe § o 

b^>y4^y^^^#^i- 

jMff ■r''— ^:fej;t;x-r— ^X 

m=^s:mm d tB l u ^ :iix h 

B I Ag|5 : 

h B I A,1M 

Hi^fk^n/i (DUKP TH) h U >y ^ P I C:7^n>y^ : 

3 0 h 'J ^y ^ 

4- 1 Z'f^iyy h P I C 
5 6 ti'^y b UX4-N>X^ 
h^-y4^>^"~#-^ 



(112) 1^S¥1 1-5 1 18 8 2 

MAC 

^-^■tjvts^: mm) 

5 6 e^y h?^-j-t-iym 

Xt^-^X OK. ^tt#|at'?i]) 

MAC 

:5:»-^4^x h 

DPCii. mAmm^m^ic'^^-^r. s^^snxDmuu^oixh^fToTi^ 
T^^^Ht^nfc E D D^f^tm^^^-r^o 

I5(h^^o ^niX^I-cDtl'&fcii. D P ca3^StD^ ^y-tr— ^/gl^U-" (;^>yir-v^ 
# (±I5«^3t»T'— tii^>'^-:t^^y ;UTXt— ^XjM^P^ 

B I A : 

4/W h B I A»J 
4/W h v'-y>X#^- 

Bf^fb^nfc (DUKPTii) h 'J ^y ^ P I C^n^y^^ : 



(113) 

3 0 h^l^.^W^>< h U >y ^ 

4- 1 v'^^y bP I C 

5 6 E^^y h 1^X4-° 

^ ^y -fe- h ^ ^y ^ > ^^'S^ 

MAC 



11-511882 



X-T— ^Xn-K (OK. ^tt^|H|K^j) 
MAC 

^ii>]ij-r§fci6{c^^'i':^^ b u ^y ^ p I c^i^m^^o 

'm^TDPClt. h^>y^y^"#^:&tffglAO^W^>< b 'J >y ^liSimcJ;^ 
EDDlt. E DD^tt^SS^XT— ^X^ Tfg^j ^cMfft-^o ^LTDPC 

o 

B I A : 

h B I Afg^glJ 

0i^{b^n/c (DUKPT^) /^-r:t^ hU^y^P I C:7^n>y^ : 
3 0 h^lS/W^7< h U ^y ^ 

4- 1 v^^y h P I C 



(114) mmVl 1-5 1 18 8 2 

5 6 e'-y h UXt°>xm 
MAC 



nFf-smr - ^ ^ x > x 

XT^-^xn-F (OK. fSA^l^^) 
MAC 

D P CJi. mKm\\^m.^\Z.'\]t'oXm^-ScMT~-ts^y^) ^JIX h:&ff ■:^TV^ 
^fiA^fiSiJt-^/ci6tc/W^;^ h U ^ P I C^Mfflt-^o 

D P CJi. U ^3iX h^D h^<y:^>'^"#-^;atff@AO/^^:t;>< h U >y ^liS'J? 
J; o TM^:6nt ^ n/i E D D mf^t^m^^^T^o 

jixhti rfisiAi!tt$;'jj XT— ^x^feoT^iBft-^o ^mx5^oif^^c«. dp 

B I Agp : 

4/^^ h B I A^giJ 

hi/— ^>X#^ 
0i^§-ft^n/c (D U K P T^) b U ^y ^ P I C >y ^ : 

3 0 O/^-f hzicE^/W^^ h U ^y ^ 
4- 1 Zv'^iyy h P I C 
5 6 e~>y b UX40X® 



MAC 



(115) 



1 1-51 1882 



Bg-^fk (UX4-°>Xii) : 

X7^-^xn-F (OK. #IAfe£?;']) 
MAC 

DPCii;. ^^yr^y^X^-^-tjly^:^\,HtfM^^tirc (Certified) E >< 

^e>-r\ ^riiy.9^(Dm^it. dpc^^xt— ^x^-k^ rf@AM5fijj iif^c 
^w-r ^ ^ fi Ate r- ;^ -r D ai L^&H^ nj-r ^ o 

E D D«r-;^-f'7"f'-^--<~X^M#t-§;6^ 7^^-^-^-Xii. I^C^^D^cD 
h^-y4^>^~§^tcJ;-pT^>T'^'y ^X^n. C D - R O M^T-:^'l':7~:^*(D 

n^o ^t^ia^. D P C^i7-:;^-r7':^»^t-CJc}M5^T^(?D-e(i:^<. ^tltc 
ft^TD P C:^'^1^'^^rwmL/cC i;;S:g^A(cfg^^^o ttS, D P C 
l^^/c0#. 7 ^ ^y h terser. 7T>y ^X-^E?<-;l'i:t/^-:3/c 

m^m^^Bmmma ^ :^ ^ x a j; o r . ^ n/c^ftjo^'i)^ d m-tt ^ ^^^m^c 



(116) #^Jp 11-511882 

B I Agp : 

4^^^ h B I AfigiJ 

mmt-^tiTc (DUK P T^) A-f;t^ h U >y ^ P I C7~^n>y^ : 
3 0 h7?:|?.^^-r^;< b U ^ 

4- 1 2-rV v-'^y h P I C 
5 6 If ^y f 

D 5 

MA C 



MAC 

<Dr. Bunsen HoneyDew) <Explosions in the Laboratory) 5/17/95 13:00 P 
ST 950517000102" 



B I Agp : 

4/W h B I A»J 
4 7^Y h iy—^yx^^' 



#g¥ 11-511882 



m^it^ntc (DUKPTH) hV-j^F I C ^ P >y ^ : 

3 0 b U -y 

4-1 2 T^V v'^^y h P I C 
5 6 ti'^y h UX.-KVXil 

MAC 

^-^i-jV}^^: mm) 

MAC 

D P C(i/W:ty< h U >y ^li;?iJ>SrffV\ W^^^^iJ;b^P.W:fe h ^ >y 4^>yn- 

i:^i^iEt-^o D p c itmm:=i- }^'Rtfm^(Dim<D^^^^M^o 



B I Ag[5 : 

h B I Amm 

0i^fb^n/c (D U K P TH) b U ^y ^ P I C ^n^y ^ : 

3 0 0/W hVy^ 
4- 1 Zf'V v-'^y hP I C 
5 6 e^^y h I^XaJ-°>X® 
7;^>>y h-rVT'^^y ^X 




(118) #S¥l 1-5 1 18 8 2 

MAC 

Bi^fb (UX.-K>X^) : 

X7^-^X3-K (ok, ^m.) 

MAC 

D P Cfi:U ^XX hcD/^'<:t^ b 'J >y ^ P I C ^fflV^TfSA^^giJ 
-r y'f-j ^Xiom^.rti^ > h ^ h y- ^ ^ U 7^">i>^ ;V UX4-°>XX 

D p c immmm. m^m^ ntcit&rti > h . ^ - ^ •i-;v;&t;sm^cD t c 
p/i pr Fux^&ffli^T^'UT^^i^^/i/^&ii^j^c-r^o ^LTD p c(ii^r?Tiii0i 



D P CJirtgr^^^y-tr-S>^(c57^II^n^^e?5;^^>y-fe-v'^^^7°^M^o D P 
C(i-«^c, ^t^D P Cv'X-riATb^^cDCnfjtDy^ >y-fe— v^'^gttf^tt^l^ ^(D 
y^ >y-t-v'"{i-7^-^^-X-^y^"-#WT^^o bTb^b. I^gp^-^y h 

^- 7- y ij /r — 3 > r^if^i - I ^ T ^ff ^ n ^ o 

• I B D : la^^^Dl^^. .I^T. HiJ^. ITiE 



(119) 1 1-51 1882 

• aid: mM-^tircmx(Dmu^rcit. mm 

• A o D : tm(D^m. )iip. wm. §tie 

• V A D : nmco^m. mm. mj. nm. itie 

• RMD : mmo^^m. mn. wm. hje 

• p F D : mmoDmu. mm. btie 

•PIC ^^}i—y°v X b©fgiE 

• D P C-ft^ hcDBfRSIWII^fb 

• ^ Lx>y h D E s \i^^m(D^m. 

• B I A^N— K'^xTli^iJn— MACmmtMRXJ. DUKPT-^— X^O 
Hom^U X h^/^Jco MM^jA^T^VWXfflOEli-^XD-y lf-^CD^g$fio 

FWTiyyti, :t->^y hy— ^'>^;I/XfeJ;t;n>lf n — ^^N^y;?7 — fc>rt-r^ll 1 
>y ^ - ^ ^{j±,m-r ^ /t i6 ^BS^ ^ A ^ ^ > ^ m'^^-t S o 



(120) ^^W- 1 1-5 1 18 8 2 

mmcmf^-^tirc^-^y h 7- ^X^yr (sniffer) FWffl(D/^y 

y — h >> X v' > 

c) ^DPcort^ny4-°-^>>h^cu y^f^o Dpc«. mnz-Do^Gmm 

. GM;^'^. f{lltD-r^T©DPC(c4ott^GM^C. DPCf'— XrtcD^M^M5^]"r ^ C 

t^'Z-^t^^o ^ntm^^h. GM«. }sPix-^-<-x^Mff-r^fci6tc. 



(121) 1-5 1 18 8 2 

h^^SjTPtSLff^o L;6^L. se^^nfc h^^-^f ^s/3 >'t7D:7x-rvcDg 
x^^T-$.^o [sjTOS^^n/c h^y-y^'^'s-a >^>i:Ng^-r^g5f<(i:. ^-^^yhy 

^ >y -tz— >>^:7°n -fe 5/ > ^^^r v-^ ^ — 
^ ^y -tr — >> l^JiE :3 — K ^ J- — ;l/ 



(122) !tt^¥l 1-5 1 18 8 2 

®^|W]1t"e$)^o FDDI#-«^y ^-r>^ — '7x — Xti. 1 #^/c D lOOMlf >y b 

DPC LAN 

. DPC-9--r h ^Tc rr>^-r ^ o tT/^ f -"^ > U lyVlt^ SUM" 

DPC LAN±(D-Tv/Xci: Dffll^P>n§:t^>y hy-^-r>^ — yx— Xti. Bf^ 

mmcmf^-^tirz^-^-j h'y—^:^:=-yrit. Ym(D^\-j ^r-jyt Lxcomx 

;^ -fe — 7°n -tr > -J ^ — ;V 

PM«. ^^D^X^^mT■r§/c^6^^:.i:^g^CJ^:;DTDPC^Dffi^Dn>4?— b i^ffi 

hit. as^^tToTi^§^-^^;i/{c^fr^^>>y vy-^mmtm-^^TM^ 

y< ^y - v-'lf JiE 13 - F © W<^ij'l4>&HiEHJ!t' ^Ct. J: t^^MtB $ n ^ / >y h y< 
^y -tr - ytmi n - F ^f^/jp ^ c T ^ o MACMf i . mk^\~-h^:i.r MWl ^ - 



(123) 1 1-51 1882 

MACMtt. /^^^y hcOMACcDW?ijtt^liEBi!t-^J;^tc^l^^S5}<^GM*^^gtta? 

^^-e^l^t^--^. MACM^i. llZlf'y hOHi^ifbSi^ffll^T. >y h (DBIAX >y 
-tr-v'^g|5(7)MAC^i^y ^^tT^o MAC^x>y ^;^^^^ll5iL/c:J:f-&. MACMfi:GMtc. Tte 

>y -fe- v^'T^ ^ ^ J^S^-r ^ o 

MACMti rte'/;fj;3:;t— :^J ai^-TS^ i:fS^-r §o 
/^^>y h^D/N-K>>xTlMrF-K>&ffll^TMACgi^M^#H^-r^o MACMfi. M 
— F^m-ott^ii^;b'^-e^^v^±f^. MACMti. iXt^Kilc^ F-^xrii 
MAMC/N^y ->aL7"— y^l/JiV F U fi. VAT^^tJo 

mcujLy F u : 

hardwareID=int4 

ownerID=int4 

macEncrypt ionKey=intl6 
T—y'jllt. /N- F»>xnM:3— Ftc D^N^y S^j-^n^o 
500^® B I Aj§gjT^V ^-f X t^^— l£x;&ffori^^i:t-^^. /N>y>-i 7^- 7^1/ 

^vi'ji. ^^'jp^j-e^^^fc^^i^-y i/^^n^o 



(124) W^W- 1 1-51 1882 

y< -y-tr-v-1I^ft:^i>^i-;KMDM)^x^{i, DUKPT h^v-^f'^v^a y^^^i 
mt-t^c ^^y-tr— v''II^^>>'i— ;l/(MDM){i:. h^>+f^i/3>ii 

. DUKPT^lEeiJ'^^RTtg;5;^^;^^i>^i-;Kt-^^-^ TTRSMJ )liBiJ?^LT®B 
I A/ N- K 01 Z rif0jij n - F 0±fiE22 tf >y b . J: DUKPTii-lr >y h siJ^U? L T 
CDBIA^N- F'^xZsigiJn— FtDTfillOlf >y F>&ffll^T. DUPKT F ^ i/-+f ^ a >' 

^ M ^ /c i6 1 c 31 ffl -r ^ /c i4> ffl I ^ p. n ^ o 

BiAT^vwxfflT^feO. 1 o^i;s^^'i47^v^-rxffl-efe;i,o MDMti. 7^v^-rx©s 

MDMoiy F U : 



(125) 1 1-51 1882 

baseKey : intl6 

MDM«. DUKPT^— X^cD;^^'Jrt'JX h^liJ#t-^o ^Mlt. I12\£^y h^i^^^ 

ib-r§/t^6{cffli^^n^>'X-^Ai^fcpic^'Vi'— ^"co'jx h^^iftt-^o picy;i/ 

-:7°ti:. -oiOjiML/cPICn- FT-fe;g.o PGLti:. ^GMVv-y (GM)±tc#^^§ 

o 

PGLti. PIC3- K^#;^?>nSi:. ±HSPIC:n- F^-a-0^>— ^^^ott^ 
/ci^^CPIC^Vl'-ycDU X h^-9--^t-§o PGLii^'Vl'— 7°cDU X h ^^Mj^VziTT 

PGLtD^TJMM^i. ^TOnTtgttOfe^PIC^-g-t? 1 -CXDU^^J^PlC^'Jl-yV 
PICOlS^ii:^>^^*^flJDy^T^n/ctt. g^73:Plc^^Vl'-yiJ:2 0^c5j'fiJ^ 

PIC^>--7°/^^»fiJ^tl§^. PGLii. :7'-r^(first-come-fi 
rst serve)#i^-Z?A^cirtg^ffi'll^Mtca'C5l^T. frLl/^T^-T >fei;aV^y 
^y^lBDv^y^^^fiJDMaT^o PGUi;. m^i^y t^^tlLX . ^-f. fm^^n 
^ mU^^^^ ^ J; tf / ^ >y ^ T ^y 7V :^ y e. fr b I ^ ^ n tf — U . I ML 
taS^^Mifb. gm^CB&l^^'t'y^'J^t^V^^y ^T>y7°nif-;&Pt£-r^o PIC^^^ 

;l'-7°^5r|iJ-r^C^fi. i^Mf^^^X^T^fe^o PGL/^^y^ti. DPCO K*'^'I5 

p I c ^Vi/- y'tmm cox^-x'«i^T©MDT$>§o 



(126) 11-511882 

Pic^'V^— :7° : 

lowPin=int8 

highPin=int8 

used=int4 

^^<:fi^#-b^l^o PGL^J;lowPin:7^'— ;!/ F^c J; Dil^/bHt^n^o 

PGL^Vl^-7°ii:. 1^3000 ^~';l/--7°^-^t?^«J$n^ (^PIC^'Vb-7'{i,1^1000 
(D7'^-r^7"^PIC^^t?;6'^\ |j(H75®III^OPIC^^/^— Lt#^) o PGL^I^fi; 

PIC^Vl/-7°*^3j|^a. V-v^; ^fciJ;5j^fiJ^n§^. PCLtilBDVv-^UX FJC 

-ryf^V If v-'aiZ;!^^^-^:^^ h ^-t^— XTv^^UX F 

IBDx'i/^Ux FClMDJi;. PIC^'Vl^-7°'; X F i:±fc^c. xm^^ y (r>m^^m^ 
t"^o IML«. PIC3— F^. PICfflOIBDlEii^lSH^t-^y^yfeJ;0^V^y ^y^y 
7°IBDVS/>JCx'^y tf>^~t-§o IMLa^^. fgI^tDPIC-e(i;^<PIC^VF--7° (il 
MLfcPICn-FtTD-fe^y F) J; DM^*Ht6n§o ^-If:^^. CCD7^?b^. UX 
F ni^mt § /c i6 ^c^-r ^ ^ ^ U ;6^^M^>-r ^ /(^^ ^ T ^ o I Mlfi^CM v i/ > (CM) 

F U ^y ^cDPIC^";F-7°tcj;»9^^*Ht^nrcIMLte®^Mott§o 

GMtt. /^-r:t^ F U ^y ^li;^iJ^ffltcffll^^^^;^'i'y4oJ;t>V^-^y ^y>y7°IBDN' 



IMLUX F:ii>F Uffl©X4^-T(i;OTcO)iOT^^^o 

pinGroup=int8 
main=int2 



(127) 1-5 1 18 8 2 

backup=int2 
IMLtipinGrouptC J: D®^7bHtP)n^o 

— K J; o xm^mf ^ tiTc -y~^y7-.^yf ^(D ^ ^ U >y >^ -r— ^VV^ 



(128) 11-511882 
MMf^fe^^T!}^^ 1 0(?DDPC+f--r h^CfpJ^t^n/c^-^^-y h^^r:^ LT. 1 OODPC 

T(D>'-^>x-^>/WcDMfT7^^y-fe-v'^^^ttmo/cfl-a-. iy—^yxi-y^^ 



(129) 1 1-51 1882 

SNMoiVhU : 
hardwareID=int4 
sequenceNumber=int4 
/ N J. -T— ii; . hardware ID^CJ:oTM^:^Ht^n^o 
,1^50075OBIAj§«ixV^-rX;0^-9--E"X^tT-^TV^^i:^§i;. ^40MBcD^N^y iy 
^ -T— iS^'Z^^ T ^ o 

SNM«. 1 #fe/cDlOOOOMffS^--^>'X:^>/^^^y-tr— i>~:&Mr^/ca6^c 
1 #fefcl9l^8KB^DiMfM?pi?)c^S^i^^gi^t-^o Mffv'-^^^X-;'->'/^7J >y-tz-v>' 
^P?^{C}^P>n^^^y-fe-v'^(Dij(;&^/J>(c^^rci6tC, 7<;>y-7TtcM#^nT 

1 1 ^j^m^n^o 

l^gtT^-r— ^-^^ X (ID) ti. i^XT-A^Mi;T^cD]t/lT7:7'>y h-\CDy 

^■fexAw$n^immmti^^o#i!l!1lllgtc■^l^T^D'r»^g:&mll^bT^/>^o 



(130) #^5p 11-511882 

Mlf ^ISatcD /c is6 CD X 4^ - V « , 

issuerCode= int6 
ownerId= int4 
name = char50 
phoneNumber = char 1 2 
address = char50 
zipCode — char9 

Wl7^'f—^^~7.lt. issuerCodetC j:oT^^5bHten^o 
li. 2MB J; D^^^<^^t-^ 127/^-1' b-e^^o I DtOnif— ^b'^', ^^CDGM 

1i?3t»-x-^-^-X (EDD) fi. 'tt^tDf@Atcr^t3-enfc-7T>y ^X-Y^ 

^liE^^x.§o 



(131) ^^W- 11-511882 

^(D^f^^^^r. mmtm^m^^o tu. mm-^m^-^tirj:i^t. dpc 

$ n/c E — Hi-tz ^ ^ U -T- ^' ^ T "y ^ X ^ — ^ ■:H;i/tc J: o X^m (^i/Hi 

mm(DiExK.izm$^.^rirc:ty^-^~it. d p c^o:7T^y ^x^vHJiw^^^y 

fgIA/)^'ffllitD i; -7b^ 5) f|iJP^$ . D P C Ji:. 1 ^r^g? I #±tf 

E D D(i:. ^»cD3MD¥^V^fi:S'tt#tD— A^cJ:oTU ^xX h^ti/ih^tc 



(132) 11-511882 

3^»iasi : 

documentNumber^ intS 
sender I d int4 
documentFax = fax 
documentText text 
messageKey^ intS 
status^ intl 

documentNumber=^ intS 
recipient Id= int4 
rec i p i ent FaxNumber = char 1 2 
rec i p i ent FaxEx tens ion — char 8 
recipientEmai lAddr = text 
receivedBy= int4 
lastModif ied~ t ime 
del iveryStatus^ intl 
contactStatus=^ intl 

biometricld^^ int4 
documentNumber^ intS 
requestorFaxNumber^charl2 
requestorFaxExtension^charS 



requestorEmai lAddr = text 
biometricld^ int4 



(133) 1-511882 

registeredBy— int4 
company = text 
title — text 
f axNumber ^ char 1 2 
f axEx t ens i on = charS 
emailAddr^text 
act iveDate==^ time 
priv= int2 
status === intl 

0 : incomplete 

1 : ok 



0 


: incomplete 


1 


: notified 


2 


: rejected 


3 


: retrieved 


4 


: retrieved unsecured 


5 


: busy 



0 : none 

1 : accepted 

2 : rejected 
0 : active 



(134) 11-511882 

1 : suspended 
0 ; registration 

^'tt^. RZfT — iJ^y'm^HiLt^mit. documentNumber^cJ;-3T^^ 
mf^n^. mm^mii. biometricId^^i:oTil^7bHt^n^o EDD«. 
#OsenderId~7^— ;l/ ^^t^c0recipientld:7 ^ — ;l/ K. RZfmm(D^U^ 

{Clt^xm^m^^h^^^-'t-^^'^'^^o #/^cO'7T-y ^X--^— v-'fi. 1^1 10 KB 

T-^y ^XTfeoT. 3l^75t?tD:7r ^y ^X»^'fe§^;-rn^f. EDD^i. 1 
S53^(^yr >y ^X^X-/— ;^-r^/ci6tc. 2 4 G BcDX F l^iy-^'Z^W:h-t^o 
^mit. B I ABi^fb^:^-XA^f^fflLr. Bf^fb^n/iv-XT-A-s. Rt^ 

^^(Dyr y ^7.^~-Jltmi 1 0 K B^&it^gi: ^(D^tlt. 1.54MBits 
/#(DX;i/-7°^y F^W-r^T iW^tc^i.l^y r ^ 7.^-1^^^ 

X 

STS-^ -T^- ^ X . v-X -7^ A J; o T^J?Jc ^ tlfci^T ^I^JI 

>/X7^AtD;'< >/^Tfe§f@A«. FU^y^P I C t hh\c^m\z.m'r 

^1 6MVFtO ^y-tr— v-'^Vv^'xX Fj ^UttiLT. 7i<A^c>^X7^Atc4ott 



(135) ¥f^¥ 1 1-51 1882 

Ict^LX. -Dl-^mmW^tlft?^ ^y-fe-v-'^Vv^^xX hcDW5ei]'l4^1^^-r^o 

MT-m^ : 

signatureNumber= intS 
signer= int4 
documentNaine= text 
checksum= intl6 
date = tiiiie 

lE^ti; ^ s i gnatureNumber J:oT/N^yi>j.^tX§o 

1 GB(DW\xhUiymic. n^m^v'-^^-xit. ziooj^m^m. commit 

U^- h-T— X (RMD) ii. mm. Uti#^>y 
hy-^. ^V^ti-r^^-^^^y h:&®CTiSSi^-9-— tix^M#^-r^v— ^i^y 



(136) #^¥1 1-5 1 18 8 2 

- h^n^o 

merchant I d = int4 
merchantCode = charl6 
merchantType= intl 
publ icKey= intl6 

U b "T— y h^D merchant Type ^i;. 

0 : telephone 

1 : C A T V 

2 : Internet 

merchant I d&tfmerchantCodefJ:. H*. 6 ^BfeS^MT^^o 2'D(DRMDmU 
fo^n ^merchant I d&tf merchantCodeOffi^-ii-^^t" § C i: ti^l 

■r^o RMDti. {iM©D P C b^0f5intC)rtLT'tii:jgcD^S#'l4^^ 



(137) 11-511882 

1. MA CM;6^^MA C^^x>y ^-r^ (n — 

3. MDMf]^^'^'<:t^ hV y I cyuy (u — tiJl) 

4. I B D-TS/>^fiOtt^ Cu — ±i;l) 

5. liSUU ^oiX b^Sr I B D-TS/>tCjM§ (^-^^y ^y-tr— 
I B D vi/y^cfel^T : 

6. P I CcDfci6cO^TO I B DfBSi^mDm-r ( x AV^-T ;t ^ h U >y ^IBIi 

8. M?5;v^y^>/^'^^;S;^tntj:\ X-r->y 7°9 D giJ/W^^hU 

^n^l^WTS^ zXy/2ms) 

9. hv^y^y^^O I B DIBii(D9^x^y oltg'l^co^ 

1 0. hT^y^>^^^(7D I BDIB®. ^IH^^^ L^^-y ^~:^3^+^^tC}a< ^9: 

1 1. ^1^gp•7°^-tr^y+^-e'; ^JiX h^7M^>t"^ (^^^y h >y-t— v-') 

12. GM*^^UX.-}-°>X^Hg^t{bLTM A Cu — ±i;V) 

13. UX4-s>X/^^^y b^31DM-r (T^^y ^y-b-v'') 

xX (s + r) +y/2X (1+z) + s + r+ w+5Xn 



(1 3 )8 S ^ 5 1 1 8 8 2 

= (x + Dx s( + )r y+ X 2( 1)+ z + n 

( 1 Lxt)^ 2 0^^ <0y.^ '3 a: ^ 5 1--0 m s r 

s. w= Orrks=€)rms"^ ^■f'tlCi 
= 2K 10ms>fl0 55 mls 
= 2 2 6 s m 
= 4. 4 T P S 

[xfj"^ 1 0 ^.Dy ;b 30 ' ^ t)°z5 /S^. 3 t--0 m ^) mr 
w= Oras=ms -'CfCfe § "1" ^ i; 
= 1]X 1 0ms +X 70 5m Is. 
= 1 1 8sm 
= 8. 4 T P S 

[ X % IfeTD .y^'Tb '-r^D;^^;^^5. /fe-^ s ^ 0 ,m Os m b 

w = 0 m. s =€n m t ^ ± 

= 2 X 1 0 m ' /s x+ 0 5 1 m. s 
= 2 1 m s 
= 4 7 T P S 

^^y^y^y I B D-^iyytiK ^It D 2fitc^?jj^T P S^U ^:r.x h^r^o 
Individuals/PIC TPS 



3 0 8 

15 16 

1 9 4 

Individuals/PIC TPS 

3 0 8 8 

15 16 8 

1 9 4 0 

m^OD^-X (4 0©V^>y^M$ffl$nTl^^) 



(139) 



1 1-51 1882 



Individuals/PIC 



TPS 



3 0 



1 7 6 



1 5 



3 3 6 



18 8 0 



/J^^P O S ^-^-^^^V 

CcDil^. R P T^-^^yVti. /Jn^B I A^tfD P C ^MfSbT. h^y+f" 

tt4024-2256-5521-1212-efeoT. 'T-^i' > b n— F(i:123456TS o T. fSA 

RPT -> BIA set Language <M^> 
BIA RPT Ok 

RPT BIA Get Biometric <2 0> 
BIA/LCD: <bJ1^ < $n/c/^:t-;b^cf§^av^TT$ 

BIA ^ RPT Ok 

RPT ^ BIA Get Pin <4 0> 

BIA/LCD: <^^/cOP I C^A;'3b. ^(Dm^ <enter> ^f¥LTT^ 

{eiA^'^P I C^XtlL. ^(Dmic <enter> 
BIA ^ RPT Ok 



(140) Wgip 11-511882 

RPT BIA Get Account Number <4 0> 
BIA/LCD: <fe^/i(Dr7^'>>' h-f >^-r^>y ^Xn- K^A;'iL. ^(omc 
<enter> ^WLXT^l^} 

mAio^:=i'-}'^^Xt]L. ^(Dmc <enter> 
BIA ^ RPT Ok 

RPT ^ BIA Validate Amount <452. 33> <4 0> 
BIA/LCD: <452.33i:V>aSt^O K ?> 

BIA ^ RPT Ok 

r-^-^-X (AOD) ^t. B I A -gftO^g^mW-r^filA 

7^. s^.oj$ ti/c«^ ®fM h ^ y-if'^ 3 yi^mmrti ^yv (omyj nr^-^o 

owner I d= int 4 
name = char 5 0 
address = char 5 0 
ZipCode = char 9 
assetAccont = char 1 6 
status= int 1 



(141) 11-511882 

7.^~-^7.mM(D 1 -D{t : 

0 : # ± 

1 : mif 

AO D(Dr3 fia-^©GM^C^x.P,tl^o 

C ^ v'^ ^ - ;V ^ ^ > X y / ^— ^ n — ;b fiffih zntz^mi^M^^^ti^ 

lE ^ ^ CD 7= — ^ X 
lEM^^^BcO-r'-^^-X (VAD) Jiifc^TiC^}t$n/c B I AO^T 

^n/c^ LTV— ^$nTl^§75}^O^^i:±t(c. V ADUmt. ^B I AcD/ci6 

^§/ca6{Cti. B I A*'!#^iLTVADrtfcr^^^:/~:^U3— K^?^rc>9:ttn 

m&m. #^©B I AfiSlW^^raSiJn-Fi^ia^tDMACcDBt^Mi:^ 
WL. cltlP)ti±tt<: B I A(D®rjTl«tij^cVADl^n— K^cAtl^n^o 

B I A(iM^7]^<:^jic$n^lit. laWCf/N- Fa^ri^SiJn- K^-^^&n^o B 

I kmmi-^n^^th ^©^N— Kxrifi)jiji3- Kfiv-xf-Afc^oi/^T^s^^n^ 

o mn. ^cD:t-:^-fe L< (iB I AcDff ffl-e^^Hlf*ti:Sg^— ^— t^— ^-"n 
— X (AOD) (D^lzXtl^n^o yK\C^ VADUn-Fti. A O DfBlitC.-}-"^ 
yh^n. -eLTBIAJi. r^^^-7lc-tr^y h^n^o B I A;0^P>cDg5f<ti:D 



(142) 



¥fM^ 11-511882 



Vt-^ u^jviom'o'^r^nri^^^o dpci^. ^ob i A7b^e.^Dgsf<^Mi- 
^ n ;^^^H^ Rjt- ^ i/jfi^ . mvfic $51 ?3^^g ^ n § o 

hardwareld= int 4 

macEncrypt ionKey— int 1 6 
ownerld— int 8 
mfgDate = time 
inServiceDate==t ime 
securityLevel — int 2 
status= int 1 
type = int 1 
use= int 1 
X7"-^X:7-i'-;l/FOpJt^^M« : 
0 : W± 

2 : mm 




0 : A TM 



1 : B R T 



2 : C E T 
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11-511882 



3 


C P T 


4 


C S T 


5 


EST 


6 


I P T 


7 


I T 


8 


I T T 


9 


PPT 



1 0 : R P T 
1 1 : S F T 



0 : Ut-^;P 

1 : fiA 

2 : mnx 

3 : mm 

n^o V A tL°— ti^GM±^cfati^n§o 

mt>^r^'y°T-'<y^icr^^t. ma c p;^t;s nm^j:. ffL< r^"^y7^t'-7~i;?5:o 

fiA/W:t>< h U >y ^-r-^-^-X ( I B D) Ur3- F^MA^^'lf IS^IBtSb 



(144) f^gip 11-511882 

mmmM<o Jimmmt t\ ^ « n - v' x a ^ :/ x ^ fu g 

T:^'^>Mt»l5g^i I B Dt)^ib\^Amm'^m7'-^^~X (P F D) fc^iij^tl^o 
P F Drt<7)Un— F^c/ciicD^^-f :t;^ h U >y ^ I d I B D^Obn— KcD/ci6 

fSA/^-f F U ^y ^ l^n- FC)«gti : 
ffiA/^^^^ F U ^y ^ : 

primaryBiometric = Biometric 

secondaryBioiiietric = Biometric 

BiometricId= int 4 

P I C =char 1 0 

phoneNumber = char 1 2 

lastName^char 2 4 

f irstNaine = char 2 4 
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middlelnitial =char 2 
S S N=char9 
privateCode = char 4 0 
address = char 5 0 
ZipCode = char 9 
pub 1 i cKey = char 6 4 
checksums = int 4 [10] 
accontLinks = char 3 0 [10] 
emergency Index — char 1 

emergencyL ink = char 1 
privs = char 1 0 
enrol ler= int 8 
emergencyU5eCount = int 4 
status= int 1 

0 : #ih 

1 -.mii^ 

2 : i;Amm'^m 

I BD«P I CK^':>Tmt)^io^l'f^n^o 

^ I B Dmmi^ 1 OiX±(DR A I D-xV^'i'XJC4;oTll#fc^n^ 4 0MB(D2 
^^HB'tS^g^J^oTl^^o I B D Kti. h U >y 1 

K tiky^-r^ ^ 2 6 5 8/^^ h-e^D. ^Hfe/tD 1 5H75"U3- F^ToJtgT 
fe^o IBDUr3-Fti. P I C±cD (4o^^ <p:KO) 2 y-r^'^y <^7X^f$ 
oTlE'lS^tl-So ^^T^'-y ^XJi^tU— ^cfE'fi^n. 6 4MB (6 4MB'l'y 



(146) ift^Jp 1 1-51 1882 

IBDSB. P I C^^Vl/-7°';X h. -^LT I B D^eUX HcDPIC 
#'M^nSA\ ^/cttP I C ^>-7°£D><^>^/^y ^r^yyTb^^^^^Sefs IB 

^'-^-X (A I D) tt. ■rVWXO;t-^-JcJ;-=)Tf£jl/()m^>^n/'d@A(^U 

X b^Mf-r^o 

^ — ^i- jl (Dm A<DB I At^:^i5m«fcB%i^^, U ■r-^;l/P O S B 

mE^tircmAcou:=i~\^^ commit 

y-^m^titcmA : 
hardwareld= int 4 
biometricId= int 4 

Hardware I d ti. IE^^^iSOt'-^--^— X^cfe^t^ F^^>R*L. 
TbiometricI d(i. {@AtD/^^^^ h U ^-f^— X^.aB^-T^o 
DPC^i:. mAm^A^rcltmrAB I Ar^V^^x^M-r^C ^Tb^^ll^ti^ 
;^^i:'d:^^O^x>y DPCti. lE Ll ^Hardware I d ^ 

biometrici d ^^J^O/MI^n/cjiAUn— KcD#ite^^x ^y ^t"^o 

fiAB I A-r^VWXfi:. lEy^^SStDT^-^^-Xtcfe'l^T 1 (fSA) 



(147) I^S^P 11-511882 

#JA-rVWX;6\ 2OCDJii^c07ml^l$n/c^iA^^#■^^ ^— /^rtfcfi; 1 , 0 00 
, 0 0 0©'f|SIA7^VWX;5'^fe§ i;. A I D^Dg^Ci : 
10X100, 000 + 2X1. 000, 000-3, 000, OOOJi^hU 

^sE'K-r§o T^^-^?^-X^{*fi^2 4MBcDHHM^lil|l^^'i:^S^-r^o 

3- KAWt^n^Bt. ^n^>&#MLTi/^;i,^TcD^is$rL/tfiiAur3- f*^^ 
t:^ tu ® fFl^ (O "f— ^^-x 

\^Amm'¥W:(D'f-^^-7. (PFD) ^t. jg^^Cfett^fe^Bf/i^-e/cS^n/i 
^>/^-^gfTA^?#of[iIA^at)-ri^n-F^D^AJ?Jc-e^^o PFDtJ;S/c. P 
F Drtfc-S^fb/clHii^SrJto I B D rtcDfEIA^^S^§/i46. fgl^v-XT^ASjfl^ 

ffbt/M B D F;^^^T^-r^7'-eS^^ bT T-^^ti^tu^c. fSA^O 1 

^^e^^LT2:^^e^^/^'f:t;^ FU>y^X«. fSA^D^giJ^I^^T^fSffl^tl^ fcO 
F U >y ^i:b!K^5l^^fflt/>TP F D^c4ott^^^O^LT^T(^^^ 
-Y^^ FU ^y^fi:>rtbT^x^y^^n^o Drbi/M B D Un- FJc-g(*^'mo;^^ 

I B D F(Dx-T--^xji amm'^m icw^m-^n^o i^^tuoii^m 

^^t— ^co/cib. P F D^S]:6^-r3X Fa. 



(148) 1-5 1 18 8 2 

primaryBiometric— Biometric 
secondaryBiometric^Biometric 
BiometricId= int 4 
P I C-char 1 0 
phoneNuniber = char 1 2 

lastName = char 2 4 
f irstName = char 2 4 
middle Initial =char 2 
S S N -char 9 
privateSignal =char 4 0 
address =^ char 5 0 
ZipCode^char 9 
pub 1 i cKey ~ char 6 4 
checksums = int 4 [10] 
accontLinks==^char 3 0 [10] 
emergencylndex=^char 1 
emergencyL ink ==== char 1 
privs=^char 1 0 
enrol ler™ int 8 
emergencyUseCount = int 4 
status= int 1 
X9—^X$Mm±:k(D 1 o : 

0 : f¥ih 

1 : Wiii^ (r^T-^yi 



(149) 11-511882 

PFDUn-F«. I B D I^n- Ki:fR]CTfe§o DPC^i. cn 

RPT^BIA l^v-'X^^fiJDMiTJ: <1> <12345 6> 



B I A^R P T OK 

R P T-^;^ ^-iy^^l^ < h ^ 1^ 3 » 

B I A->R P T iV^yZy^^^i^B yV h^^y^-v-') 

B I A->R P T OK 

BIA/LCD: <D P C*gP^>rtHS't'> 
R P T^D P C <h^>-*f~^>'3 >U ^^:r:X h^^yb->>'> 

Dpc : ^"^^^^^ hv y ^comjj'mm. T±i^>hm^m^mi^ 

-^4024-2256-552 1-1 2 1 2 
D P C ^ V I S A <7|:Hi 4024-2256-5521-1212 
452. 33 12345 6) 

VISA^DPC <0K 4 0 2 4-2256-5521-1212 
452.33 123456 F> 

dpc: l5S;rr- Klx# 
D P C^R P T (h^y-y^'^v^g ybX;K>X^^y-fe-i>> 
R P T^B I A UX>i^yX^^-ti- < h^y^f ^>/3 yUX4^>X7< >y 
-tr->>> <8> 

BIA/LCD: (b^y-if'^^^s y ok: I am fully persua 
d ed of lt> 

BIA->RPT <0 K <^|^.3- F> > 

R P T : K^l^i^- F icBmi"^^ 

■^y^—^-^y FPOSiffii^k (Internet Point of Sale Terminal) 

^ cDJi-^. I Y'Tith'yy^^i^B y(om^.(DrMwm b i a . dpc tmm 

-r^o h^y-^'^iyaymitA 5 2. 3 3. {iAri7'>y F^i 4 0 2 4-2 2 5 



(150) If a¥ 1 1-51 1882 

- 5 5 2 1 - 1 2 1 2. -r>^— ^-^y M^AtJ:m e r c h a n t . c omfcfu 
^cDiSA::!- F« 1 2 3 4 5 6. ^ bTfiaAC)^M?n— F« Tj am full 
persuaded of it. J T'fe^o 

I P T^m erchant. com <V V— X;0^^moItg'efent« 

merchant, co m^ IPT <0K 123456 mere 
h a n t . CO m<i^mm> 

I P Ttt-fe^y v-a ym^^f^L. merchant, c o mi^M 

I P T — ^m erchant. com <-tr iy b 

merchant. com^IPT <m^RrJmffamm 

I p T-^B 1 A nm^m:^^^ <m^y 

B I I P T OK 

IPT-BIA ^y ^^]Kt#-ti:<j: <2 0> 

B I A/LCD : <?g^^oTl^§^^^^;l/tD±^cBl^TT^l/^o > 

B I A^ IPT OK 

I P T^B 1 A PI N^^ff-^i:^ <4 0> 

B I A/L C D : <fe:^fctDP I C^XtlL. ^(D'i^ <Xtl> 
LTT^l^o > 

mXltP I C^A:^Ib. <A^> ^f¥^o 

B I A-^ IPT OK 

iPT^BiA Tti'yyhm^^m.w^^<40> 

B I A/L C D : <^Jgfi$.^/cOr;^^>h-r>-r^>y ^X3-F 



(151) !ftg¥l 1-5 1 18 8 2 

f@lA«n-K^A;^b. ^(^m. <Xti> ^Jfp-To 
B I I P T OK 

I p T^B I A m(Dmmmm^^ <45.33 ><4o 

> 

BIA/LCD: <i45. 33 0K?> 



O K 

^v^X^^fiJDH^Tct <1> <123456> 
O K 

Uv>^X^>&fiJf9 MaTJ; <2> <merchant. 
O K 

ixv^'x^^fijDM^Tj: <3> <y;v~y^'-^y 

O K 

^ ^2- v'^ffM <5S|5i h ^ >^f ^ 3 » 
O K 

B I A/LCD : <D P C«i:>r^ig(^>> 
I P T^m e r c h a n t . com <mMh ^ ^ a y V ^ 

merchant, c om^D P Cl^lF1ll^fflV^T D P C 
merchant. com^DPC CMMh ^ y-^^^ ^ 3 y V ^ X.X 

Dpc : ^"^-^ir?^ hv -J ^cDm^mtm. Ttl'yyhm^m^ti^L 

-^4024-2256-5521-1212 
dpc: 3— F 1 2 3 4 5 6 J: D — bmerchan 
t . CO m(Dm^)]'m£m 
D P C ^ V I S A <^%t 4024-2256-5521-1212 



B I A^ I P T 

I P T^B I A 

B I A^ I P T 

I P T^B I A 

c o m> 

B I A^ I P T 

I P T^B I A 

B I A^ I P T 

I P T^B I A 

B I A^ I P T 

B I A^ I P T 
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45.33 12345 6) 

VISA^DPC < OK 4 0 2 4-2256-5521-121 
2 45.33 123456 K> 

D P C : V^mm 
D P C->m erchant. com<b '^Vlf ^v'a ^l^X^i^VT.;^ 
-tr->>> 

merchant, co m^d:7l:?Sr3— V^W^ 
merchant, co m— > I P T < h ^ ^ a > l^X/J^^X ^ >y 

I PT^B I A UX>-f°yX^^-y: < h^y-T^v-a -y 
-fe->>> <8> 

B I A/L C D : < b ^-^f^ >^ a yO K : I am fully persuaded 
of it> 

B I A^ I P T <b^>-f ^>/3 y 0K> 
^y^—^-^y h'^^tiW^ — ^-f-JV (Internet Teller Terminal) 

icmmB 1 A. D p cRmm7(D^>^-^~^-y h-^-^'^tmmt^o dp am 

ITT^bank. com <U V-X/bMSffl oJtgTfentMffn- F 

^mcMny > 

bank, c o m-> 1 T T <0 K 1 2 0 0) 

1 T T^B 1 A nm^mm^^ <m^> 

B I A^ ITT OK 

ITT^BIA /W:t>< h U <20> 

B 1 A/LCD : <Jg^)^oTl^^^^^-^;P©±fcgV^TT$l/^o > 



(153) iftST 11-511882 

B I ITT OK 

ITT->BIA P I N^fX^#-^±i; <4 0> 

B I A/LCD : <fe^/i©P I C^AtfL. ^Ot^ <A^> 
LTT^l^o > 

fHA«P I C^XtlL. ^(Dm <A^> ^ift-o 



B I A-> ITT OK 

RPT^BiA Tij^^yhm^^mm'^^ <4 0> 

B I AAL C D : C^^cT > h-T >T^"<y ^Xrn- F^A;^U. 
^LT. <A^> >&^¥LTT^l^> 
{iAti;n-F^At^b. <A:;^> ^WTo 
B I A^ ITT OK 



B I A 



<1> <1 2 0 0> (SItf:3 



ITT OK 

B I A Uv'X^^fiJ'Q^TJ: 
ITT OK 



<2> <bank. co m> 



I T T-^ 
-K) 
B I A^ 
I T T^ 
B I A^ 

ITT^BIA Uv>~X^:^fiJD^TJ: <3> <ITT. port, 
bank. com. port) (TCPAIPTFUA) 
B I A^ I T T OK 

B I A-> I T T <^>^y hU — - 
B I A^ ITT OK 

BIAALCD: <DPCi^mtMm^y 
ITT^DPC <T>>y hy — L^T^VS^-V 

D P C : h U >y ^©W^ijttm. 

r:^'^:^F. mm ^^m. 

D P C : 

D P C-^ I T T <T--y Fy— ■ 



^JiX F> 



^oix F> 
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ITT^BIA <^-^^y hU~^ ^Uv'yiy^ jVU 

B I A/LCD : <^U'f>->^)lOK : I am fully persuaded 
of it> 

B I I T T <^^mmV ^ JlX h ^ -j^-i^y 
B I A-> I T T <-tr>y v-a 
B I A-> ITT OK 

BIA/LCD: <bank. c o m t (D'^^W^^y 
ITT^bank. com <^^mMV :r.x h y-bi—iyy 

bank, c o mmmM^m^^^rmm.. ^U^'>iy^Jly(D^m 

bank, c o m-> ITT <0 K> 
1 T T^b a n k. c omJ^i!OM^^ h^y+f^^v'a yit^X I T T/SIff 
-lz>y S/a >il^ffll^T I T TicJ;oTBi^{b$n§o 
SStf ?b^#^M-??fe^ ^ r^^-r ^ a B I AO^^lx 

bank. CO ITT < <m^m$mmMy (^rnh'^^m^ 
my 

I T T-^B I A immtrnmrnm^y (Dmh'\'^mm 

B I Mt^-^Vyi^^^iyBy^mmti.s ^fr^^^o 

B I A/L C D : <0 KT'^t" : 12, 420. 00/^^^)1023- 

3302-2101-1 100 ^C?siM> 



(155) #^¥1 1-5 1 18 8 2 

BIA/LCD: <bank. c o mlz^^mWt^> 
B I A^I TT <0K <0t^fk$nfcW?i]'l4ra^X4-°>X> > 
I T T^b a n k. com <Bi^fb$nfcW?ij14ra ^X4-°>X> 

M-^M'^i^'M (Electronic Signature Terminal) 

Ccom-^. E S Ta-7^VS>^^;^W«i^fW-r^/ci6. li^B I ARZ}D PCt 
MiE't^o f-IA'^^iJ^n— KJi ri am fully persuaded of it. J 
m^-^tl^^m^t rxhe Letter of Marque. J tm^n^o 

c E T->B I A mm^mm'^x <m^> 

B I A->C E T OK 

CET-^BIA A-r^;>< b';>y^^lXt#-t^^ <2 0> 

B I A/^LCD : <Ji^7^o TV^?)^^^^;bcO±^cBv^TT^V^o > 

B I A^C E T OK 

CET^BIA P I N^TO-tiri: <4 0> 

B I A/L C D : <fe^/ccDP I C^^XtlL. ^^Dtt <A:^> 
LTT^t^o > 

filAfiP I C^A;^L. ^cDl^ <A:;^> ^f¥-^o 
B I A^C E T OK 

C E T^B I A ^m(Dm5immm'^^ <Letter of Marque) <4 

0> 

B I A/L C D : <3^# fLetter of MarqueJ O K ?> 
#IA^iO K^A;^jt-^o 
B I A^C E T OK 

CET^BIA Ui^X^:^m^mrX <1> <:^*MD5fa> 
B I A^C E T OK 

c E T^T^ -j^-i^^jf^^^ <m^mm> 

BIA^CET <m?W^U ^XX h> 



(156) 1-5 1 18 8 2 

B I A^C E T OK 

BIA/LCD: <DPCi^^ttm^> 
CET^DPC <nT-m^V '>:r.Xh> 



D p c : /w^;^ h u -j^(Dmmmm. m^^^f^. m^v-^ 
D p c : mm:=t~ vmm 

DPC-CET <«^^^UX4-°yX> 

CET^BIA UXvi-syX^^-tir <«^^^ L/X4-°>X> <8> 
B I A/LCD : <^#0 K : I am fully persuaded of it.) 
BIA^CET <0 K <W^T-^X h3- K> > 
m^^tircm.=?-^—^l^~^i'^V (certified Email Terminal) 

ccom^it. cETmm-^tircm^?^~ji^mm-r^rMc. wb i a:^ 

nDP C tmrn-t^o f@AO^m^3-F« ri am fully persuaded of it. J U 
feDs :$C-^-^lt rPost Captain. J TS^o 

c E T->B I A nm^mw.-^^ <mB> 

B I A^C E T OK 

CET->BIA h U <2 0> 

B I A/LCD : <m^7^-Drh^^^^^^Jl(D±{cmi^rT^h\ > 

B I A-^C E T OK 

C E T^B I A PI N^m^"^.^ <4 0> 

B I A/L C D : <fe?5:/cCDP I C^AIlL. ^Ott <A:^> 
LTT^l^o > 

fiA«P I C^Atlb. ^^Dft <A^> ^Jf-To 
B I A~>C E T OK 

C E T^B I A :$cm(D^^mmm'^^ <Post captain) <4 0) 
B I A/LCD : TPost CaptainJ TOK?) 

f@IA«0 K^A;^-r§o 



(157) If 11-511882 

{[SAfi; <fred@telerate. com joe@reuters. com) ^Kfi'^^o 



CET^BIA l^v'X^^fiJDEllTJ; <1> <fred@telerate. com 
joe@reuters. com) 
B I A-^C E T OK 

C E T^;>< -j^-Z^mm^^ <:5C»lf tH) 

B I A^cET (M^smmi^v "^x-TsVy 

B I A^C E T OK 

bia/lcd: i^Dv c-^^n^tm^^y 

C E T->D P C <«?3^»ifmU ^niX b) 

D P C : / h U ^®W?i]'l4^liEB^. ^ ^y-fe-S>~^^/?}c. 

^y-tr — v-'* 0 0 1 2 3 4^Mt"o 

D P C : 15^:3- FTO 
DPC->CET <«?^»iimU'X.-KyX) 

CET^BIA UX.I-N^X^^-^t <m^^»JfaibX.t°>X) <8 

) 

B I A/LCD : <^*OK : I am fully persuaded of it.) 
BIA^CET <^#0K < 1 2 3 4)) 

CET^DPC <«7-3^*T^-^U ^JiX 1 2 3 4.-fe^>-3> 

1 ^ tI^^) 

DPC-^CET <«?3:c»T^- ^ 1^X4-° 51^5^) 

CET^DPC <®?3t»T^-^U ^XX 1 2 3 4.-tr^>-3> 

2 X t^tt:) 

DPC^CET <«?:^«T^-^bx.i-°>x. ^^) 

CET^DPC <m?^»7^-^U ^:nX 1 234.i:^v/3> 

3 ^ 

DPc^CET <«?:^»7^-^ux.i-°yx. *7^) 

CET-^DPC <«^3^»T^-^U ^OiX 1 2 3 4. -fcr^:y3 > 



(158) 11-511882 

DPC^CET <«^3t»T^-^l>X.1^°yX. h^^y^l 2 3 4. 1 
12 3 4. 2> 

D P C^fred@telerate. com <e^ — ;!/ 1 2 3 4. 1 ^ ^y-fe— 
D P C^joe@reuters. com ;!/ 1 2 3 4. 2 ^-y-tr— i>^J 

inailer@telerate. com P C <1 2 3 4. 1 ©^SM^ e — ;l/ 

> 

D P C ^sender@company. com <e 1 2 3 4. 1 ^l^f^lcM 

mailer@reuters. com^D P C < 1 2 3 4. 2 O^Jlii^D e ^— ;1/ 

> 

D P C^sender@company. com <e ^— 1 2 3 4. 2 ^tt^^cM 
[^U>y FtDC E TTJi. :7l^>yHli >y -fe— v^JiMj cD«?p< 

C E T^B I A wm^f^^^J: <l^l§> 
B I A^C E T OK 

CET^BIA hU ^y^^^t#-ttJ; <20> 

B I A/LCD : (J^^t^o Tl^§^^^^;^tO±^c|ifl^TT^ V\ > 

B I A->C E T OK 

CET^BIA P I N^M#-ti:<i: <4 0> B I A/LCD: <$,^ 
/ccDP I C^A:^bLTT^V>o > 

fiIA«P I C^^XtlL. ^(D'ik <Xtl> ^nto 
B I A^C E T OK 



(159) 11-511882 
CET->BIA Uv^'X^^&fiJDMiTJ: <1> < 1 2 3 4. 1> 
B I A->C E T OK 

c E T^^^y'tz-i^m^'^j:: <^mm^dii.y 

BIA^CET <'a-P:^mx(9aibU ^oiX h> 

B I A->C E T OK 

B I A/LCD : <D P C 2^g|5<h>r^Hgt^> 
C E T^D P C <1i^3^mx0mbU ^JlX h> 

D p c : h u -j^(DmmMm. 1234. 1 <D^m 

D P C : ^i:^mn-KlXt# 
D P C^C E T <«^:i»^DmLl^X.-K>'X> 

cET-^BiA uxt^yx^^Tjk^ m'^^mm^mLuxTf.yT.y 

<8> 

B I A/LCD : <^#0 K : I am fully persuaded of it.) 
BIA->CET <:^»OK <j^^y-tz->>M> > 
C ET/X^U-y : fl^fbL. ^om^^TTN 
^^:7r >y ^XiffiJ^ (Secure Fax Terminal) 

CcDil^. S F Tfi^^:^-7r ^X^3MfM-r^/ci6. B I A/c a t v^S^tf 

D p c tmrn-r^o 

SFT-^BIA /^^^^ h'J ^y^^W-l±J; <2 0> 

B I A/LCD : <f^^7^oTV^;|>/^#.;l/®±fcfiV^TT$l\ > 

B I A^S FT OK 

B I A/L C D : <fe;^/cc7)P I C^XtlL. ^(D'i^ iXtl} 
bTT^(/\ > 

f@A«P I C:&A;bL. ^^Dlt <Atl> ^nto 
SFT^BIA P I N^iS^-yrJ; <4 0> 

BIA/LCD: <$)?5:fcCD^-r h/^-r^^T^^^y ^X^A^L. ^cO 



(160) 11-511882 

mxi^ii^^ hjiy^yv'-j ^x^xtiL. ^(om <xm ^n-to 

SFT->BIA h;l/^y-T^'^y ^Xn-K^sS/E^ct <4 0> 

B I A-^S F T OK 

mXlt <1 510 944-6300*525#> ^Kti 

#^mif^) > 

f@A« <1 415-877-7770 #> ^Kti 
#^f^tt^) > 

fiA^i; <#> ^A;^j 

SFT^BIA bv'^X^^&fiJDy^TJ: <1> <151094463 
00*525 1415877777 0) 
B I A^S FT OK 

S F T-v<^y-tr-v''^ff^fi}c-&i: <^«^im> 
BIA->SFT <S^:7T>y ^XlimU ^3iX h> 
B I A->S FT OK 

B I A/LCD: <D P C:*gPi:>r^Hg4^> 
SFT-^DPC <^^yr>y ^X^mU ^niX h> 

D P C : /W^^ h U ^cD^<?ij'^tjE0i!. ^ -y-fe-v'^^^j5g. ?^ -y 

-tr— S/# 0 0 1 2 3 A^Mrto 

DP C : IB^n-FM# 
DPC^SFT <S^-7r ^y ^XiimUX.1-°>X> 
S FT^B I A UX4-syX^^-li <^^-7 T ^y ^X^f tii UX.t°>X> 
<1 0> 

B I A/LCD : <35:#0 K : I am fully persuaded of it.) 
BIA->SFT <:5^»0K <0 0 1 2 3 4)) 



(161) 

SFT^DPC <^^^r<y^XT'' 

DPC^SFT <^^-7T-y ^Xt^' 
SFT^DPC <^^:7r >y ^X-T' 



1 1-51 1882 
^OiX 1 2 3 4. -b^ 

^ U ^XX 1 2 3 4.^^ 



iyay 2 . ^7r> 

DPC^SFT <^^yT'y^Xf^-^UX.1^>X. 5^5^> 
SFT^DPC <^=^yr ^X-r— ^'J ^XX 1 2 3 4. -b^ 

3 y 3 . 7fe5^> 
DPC^SFT <S^:7r>y^XT^-^l^X4-°>X. *7^> 
SFT^DPC <^^'7T>y ^X-r— ^XX 1 2 3 4. -fe^ 
S/3> 4. ^^7> 

DPC^SFT <^^:7T>y ^X-T^— ^l^X4-:>X> 
D P C T -y ^ Xi^M 15109446300 
DPC->SFT6300 <y T >y ^XO:^^ TSam Spade J TFr 
dJonesJ^D 1 2 3 4. 1 A^—i/^^y 
D P C -^MM^Dt 

D P C -^y T ^y ^ Xfl^i! 14158777770 

DPC-^SFT 7 7 0 0 <:7 T ^y ^ X£D^,|JJ Tjohn JettJ TPr 

d JonesJ J; D 1 2 3 4.2 4^— v'lt"^) 

D P C -^JgMtjJifT 

[-9-1.(7) S F TT«. -9-i^^i:7U>y K:6^^?iJ«L/c:i»y r >y ^X 
(D^M^^X. h^^y4^>^^'n— K 1 2 3 4. 1 ^ffll^T D P C ;b^P)CD 

SFT^BIA h U >y ^^fXtf-yrJ: <20> 

B I A/LCD : <Ji^7to Ti/^§^^^-;PO±ti:Bv>TT$ V\ > 
fiA C-y-A) «?g>grX^-\'-:^-^7:)±JcB<o 

B I A^S F T OK 

s F T^B I A PI n^mm^^ <4 0> 



(162) iftS^ 11-511882 

B I A/L C D : <fe;^/c0P I C^XtlL. ^Ott <Atl> 
LTT^t^o > 

MA^tP I C^A:^U. ^(Dm <Xti> ^ff-To 
B I A-^S F T OK 

SFT^BIA Ui^X^^m<omr^ <1> < 1 2 3 4. 1> 



B I A-^S F T OK 

BIA^SFT <S^-7r ^XirxDtBL'; h> 
B I A^S FT OK 

B I A/LCD : <D P C ^gPi^^^lgfT') 
SFT^DPC <S^:7r ^XlXDmbU h> 

D p c : / w:t^ h u -j'7(D^m^mm. 1234. 1 cD^^. 

^^-Y^^ b U >y ^ P I C -Sara Spade ^Eil^.f 

D P C : T^-^^-X CD 15^:3- K^^^^ 
DPC-^SFT <S^:7r >y ^XilXDmLl^X4-°yX> 
SFT^BIA U-X.-J^^X^^-ti <S^'7T>y ^XirxDHbbUX.t" 
yx> <8> 

B I A->S F T <:i:#OK : I am fully persuaded of it <^<y-tz 

S F T/X^U-> : <:^»OK : I am fully persuaded of it> 
S F T /X ^ U - y : yr-j ^ XEP^ 
h U >y ^f^SiirftiTk (Biometric Registration Terminal) 
^®±l^tc(i, B R T«{@A*>'X7^AtcS^-r^/ci6tCs SEiB I A^J;t; 

D P C t^^m~t^o 

B R T-»B I A mm^m.'M.^^ <^S§> 

B I A^B R T OK 

BRT^BIA /^-r:t^ h U ^y <2 0> <AMb|g> 

B I A/LCD : <AML?g^7^oTl>§/N:t-;l^O±tClBl^TT$ 



(163) it^JgJp 1 1-51 1882 

l^o > 

B I A^B R T OK 

BRT^BIA /^^^ h'; >y ^^fXtf-tiri; <2 0> <f^my 

B I A/LCD : (■t'lg^^o TV^§/^^^;l'CO±(cgl^TT^ V^o 

> 

B I A-^B R T OK 

BRT^BIA P I N^TO-^J: <4 0> 

B I A/L C D : <^rj:rc(DF I C^A:/jb. ^Ott <A:^> 
LTT^i/^o > 

fSA« 1 2 3 4 5 6 tXtlL. ^(D'ik <Atl> ^W-To 
B I A^B R T OK 
B R T^B I A >y-tr— >>M^^t#-ti:J; 
BIA^BRT <0 K <^ >y-b— v-m) > 

B I A^ i^mm^^y'^-z^^y 

B R TXX^V-y : <^M : > 

iX^^l^Xtl-t^o <yUy}^=G = iya.JV'y (Fred G. Shu Itz) 

> 

B RT/X^U-> : (.am : > 
f-^:g#fi:A;b-r^o <^^>'m it 1 2 3 4> 
BRTAX^';->: <gP{M#-^-> 
\\mM\tXf}~t^. <9 4 0 4 2> 
BRT/X^U->: <li:>^i3-K> 

§o (I am fully persuaded of it.) > 

BRT/X^'J-y: <mM7±i^lyY')7.Vy 
W^^ltXti-f^o <2, 1001-2001-1020-201 



(164) 



¥f^^^ 1 1-51 1882 



1> 

iX^^ltXtlT^o <3, 1001-1002-0039-221 

2> 



iXM-^liXtlt^o <1, 1001-1002-0039-221 

2> 

B R T^>< -y-fe— >>'^f1^l3Jc-ti:i: <^^> 

B I A^BRT <Siig^;>< ^y-fe— >>> 

B I A->B R T OK 

B I A/LCD: <^mD P C^^tMi^^LX^^^^} 

B R T ^i;^ ^y-fe->?Mtc cfc D Hi^{b$ti/cfiAtS$g^^5}<fC'ft^n 

BRT->DPC <Mg5l<><>y-b-v>'> <Hf ^{b$n/t{glA'ri^> 

DPC:PIC123456 >S:^^|jE-r 
D P C ^ B R T <^mft'^y^ y -b- >>> 
BRT^B I A jS^^^-li <^^jS^^^yfe-i>> <8> 

B I A/L C D : <S^0 K : ^Ati^tl^xc^tcfg C^o (I am 
fully persuaded of it.) ^ 1 2 3 4 5 6) 
B I A^B R T <0 K> 
rNiti^-^— t:Xiiri]3^ (Customer Service Terminal) 

. WB I AfeJ;a^"D P c tmt-t^o 

c s T^B I A mi§^iS/£^j: <mw> 

B I A->C ST OK 

CST^BIA h U ^y J; <2 0> 



(165) 1 1-51 1882 

B I A/LCD : <J^^)^o Tl/^§/^^--;bcO±^cSl^TT^l\ > 

B I A^C ST OK 

C S T^B I A PI N^mW^^ <4 0> 

B I A/LCD : <fe^/c®P I C^A;^L. <Xtl> 
LTT^l^o > 

mXltF I C^Atib. ^^Dm <A/J> ^ff-To 
B I A^C ST OK 
C S T-^B I A ^ ^y-b— v-m^^tf-tirJ; 
BIA^CST <0K <^^y^~-iym> > 
C S T^>< ^y-lr-^^'^ftiiSc-^ii; <flilAIWl"-'H£g^> 

B I A^c s T <mAm-fm^> 

B I A->C ST OK 

B I A/LCD: D P C ctt^^^^M LTV>§> 

C S T->D P C <fiAlRl— 'l4S5f<> 

DPC -T^Sr^-^fEAcDl^^^r]- K (priv) ^fxtf-T 

^ o 

D P C ^ C S T <'f@ A|pl-'l4}g^> 

C S T-^B I A <f@A|W]-'|4}g^> <8> 

B I A/LCD : <[1]-"I40 K : fA(i^n^5r^Jcjii;;5o (I 
am fully persuaded of it.) > 

B I A^C S T <0 K <f@A«m^3- F (priv) > > 

c s T : c s T(Dmmict'Dr^'7yT&^-^^^u^rMcmB^-v 

(priv) ^MSt'^o 
litT^ifnjTl? (Issuer Terminal) 

I T(J;r;^'^>hcO}BiJP*5j;t;'^'iJ^tDg^cD/^>y^>&^ESL. DP 

— F« ^fhlt^n^rv^icmiZ^o (I am fully pursuaded of it.) J D 



(166) It^ip 11-511882 

. IStTH- Ffi 1 2 0 OT^fe^o 

I T-^B I A mmm^T^^^ <m^> 

B I I T OK 

I T^B I A /^^^^ h U >y ^^fXff-tii; <2 0> 

B I A/LCD : <m^7^oTl^^^^^->;l/0±^cM(/^TT$t.^o > 
f@ A X 4^ ^- (7) ± B < o 



B 1 A^ IT OK 

I T^B I A PI N^m^"^^ <4 0> 

B I A/L C D : <S^;^c^DP I C^Xtll.. ^^Dtt <A;^> ^ff 
bTT^v\ > 

fSAfiP I c^At!b. ^(Dm <xti> ^n-to 

B I A-^ IT OK 

I T-^B I A l^S>^X^:^fiJOMiTct <1> <1 2 0 0> 

B I A-^ IT OK 

I T->B I A ^^y^—Z^m^M^"^^ 

B I A^ I T <^ >y-fe->?^> 

B I A^ IT OK 

I T^B I A ;^y'\i~i^^rm^x <mnmmM> 

B I A^ I T <5gtf#^^^v^-S^> 
B I A^ I T OK 

BIA/LCD: <^kl±DP c^^tMsSi^r^^^y 
IT^DPC <5§fT#^Vy^S5it> <;^>y-tr->>MtcJ; DBf^fb^n 

D P C : B I kODrnmi^MLT ^"^-f ^ ?^ h U ^ (OM^h'Wt%m\\^ 
D P C : ^iJ^n- K^M#t-^o 

DPC : ;><^y-fe->>^M^ffll^T^>ytr->'%fI^fbb. fgff#^^^y 



(167) 1 1-51 1882 

D p c ^ I T <mnm^ ^ ^^m^) 

I T^B I A jZ^'^^^s^ <Mf^^^>y9^3g^> <8> 

BIA/LCD: O^y^OK : mt^tl^ru-^lcmiZ^o (lam 
fully persuaded of it.) > 
B I A-> I T <0 K> 
\liWM^^iM (Automated Teller Machinery) 

^$n/cA TMB 1 A^oJ^t^D P C t^^mT^o mA(Dri^^ ^ hit 2 10 0- 
0245-3778-1201 D . Mt^— Kii 2 1 0 0 <0 . fSAt^^^iJ 
^^n-Ffi r^Att^n^^^JcfSC^o (I am fully pursuaded of it.) J V 

ATM-»BIA /^^^^^ b U ^^TOHiJ; <2 0> 

ATM/LCD : <?g^^oT(/^^^^^-;^tO±^C@l^TT^V\ > 

B I A->A TM O K 

ATM/LCD : <^^/c^DP I C^A:^b. <Atl> 
LTT^V^ > 

{@Ati;A TM(D^-#- F±-e 1 2 3 4 5 6^A;^L. ^(Dtt <A 

ATM-->BIA P I N^HS^-^i:<J: < 1 2 3 4 5 6> 
B I A->A TM O K 

ATMXLCD : <^ti'eit^f3:rc(DT±i^:y hm^\::i~ h^Xtl 

^<Dr^ <A^> ^ffbTT^V^o > 

{@Ati2^A;^L. ^cDtt <Atf> ^Xtl-r^ 
ATM-^BIA T±i^yhm^\:=i~h^mi^'&^<2> 
B 1 A^A TM O K 

ATM-) BIA bv^X^^fiJDM^TJ; <1 > <2 10 0> 



(168) 1 1-51 1882 

B I A^A TM O K 

BIA^ATM <rtl^yhT^^7.mM?^y^-i^^> 
B I A-^A TM O K 

ATMXLCD: <mtDP C^^tMniLXh^:^'} 
ATM^DPC <y:^^yhr^'t7.mM:^-y^-iy> 

DPc : hv y ^(DmmmmL. rti^yhm^y 2 

100 0245 3778 1 2 0 1 D tJB-To 
D P C : F^TO-r^o 

dpc^atm <r:^'>>br^^-fexj^;^^^y-b->>> 

atm^b I A jS^^II^fb-t^J; <z^'>>^ hr^-fexjS^^ >y-t- 

BIA->ATM <2 1 00-0245-3778-1 20 1> <M.% 
Tti^U^) <fAfi:^n^5^^(cff U^o (I am fully persuaded of 
it.) > 

ATM/LCD : <%l±^tl^^±lcmi::^o (I am fully persu 
-aded of it. ) > 

MIS P O S iffijTl^ (Phone Point of sale Terminal) 

c (Di%^^ PPT it'^^icmmm^'^ xmrn^^^^yyu- f '^^shmnxf 

^fclsbic. |j^^^n/c«SSB I A*5j;tJ?-'«ISv-9^^y F^3^fi-r^o iSAcOP 
I CtJ: 1 2 3 4T$>f9. F^?|n-F{i 1 T-feD. -^-^^ > F ^D'Hgg 

#^^« 1 8 0 0 5 4 2-2 2 3 1 TSO. V— ^^>Fn— FfJ; 1 2 3 4 5 
6X^<0. m^U(DTi^^>hmmt4 024-2256-5521-1212 

-So 

-8 0 0) ^m^m< ctic^r^M-r^^to 



(169) 1 1-51 1882 

MAltmsfilS 18005422231 ^^^-^^JVt^o 
P P T^V— ybl8005422231 icmM-^^ 
PPT^BIA l^v-'X^^fiJD y^Ti: 1 <5 4 2 2 2 3 1) 

m.rt'f-^^'-X (Sales rep) i^^^^o MA^tm^a r:7;b- 

-T— ^^>h^PPT <1 2 3 4 5 6 y}ly~'y^—^ 4 3. 5 4 

> 

PPT-^BIA /W^;^ h U >y <2 0> 

B I A^P P T OK 

«Hg/LCD : <fe^fcCDP I C^Atlb. ^cDm#^WLrT^ 

^\ > 

fiAti4^-/^y K±-e 1 2 3 4^A^b. ^om#Xti:* (A;^) 
^Atft-^o 

PPT^BIA P I N^^^-tirJ; < 1 2 3 4> 
B I A^P P T OK 

MIS/LCD : <-?-nT^«fc^/c:Or;^'>>'h^?|r2-F^Atfb 
TT^V\ > 

mAlt 1 ^A^aL. <AtJ> ^Ati-r^ 

RPT->BIA h^?|:3-K^S3^-^±J: <1> 

B I A^P P T OK 

RPT^BIA Uv-^X^^MDMsTJ; <2> < 1 2 3 4 5 6) 
B I A^P P T OK 

USS/LCD: <M4 5. 5 4Ti;tttXtf #^?¥LTT^V^o > 

mAl±# ^A;^-r^o 

PPT^BIA M^iS^-lirJ; <4 3. 5 4) 
B I A->P P T OK 



(170) 11-511882 
P P T^^ -y^ — iy^Vm'^^ <U^— h ^^^/-^f ^>-3 » 
BIA^PPT OJ "E— h h 3 y^7^> 

B I A-^P P T OK 

D mt"o ^4024-2256-5521-1212 

D P C : V— >b542223 1 F 1 2 3 4 5 6 ^^t" 

DPC^VISA <4 0 2 4 - 2 2 5 6 - 5 5 2 1 - 1 2 1 2 4 3 
.5 4 1 2 3 4 5 6 ^7?:§I^ j;> 

VISA->DPC <OK /Mf^n— K 4 0 2 4 - 2 2 5 6 - 5 5 2 1 
-1212 43.54 12345 6) 
D P C : 12^:3- K^Mf-r^o 

^^>h-^PPT <F^ ^i^B ^y-fe- >>■> 

PPT^B I A Jt^^Mmt'^X ih'yy^'^iyByjt^y^-j-^—iy 

> 

B I A->PPT <OK <fA^i;^n^^^tcfMi;^o (I am fully 
persuaded of it.) > <7ls:|f>r:— F> > 

^l/CiMl^^o (I am fully persuaded of it.) 
^~y';]yf-U^P O Si^^ (Cable-TV Point of sale terminal) 

^^">j7yn-FL. m^amnx-r^fMc. wt^^tirz^-y^jiT-uiiB i a*5 



(171) 
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XUnm^—^^^yh t^m-t^, f@A® P I Cti: 1 2 3 4TfeD. h 
^51:3— K« 1 TfeD. > b Kti 12 3 4 

5 II^Oy:^'j7>h#^ti;4 024-2256-5521-1212 

-^—^^y] — >CPT <y;ly~'y^—^ 43. 54 123456 

> mm) 

CPTy^v-U\£: <7;b-^y^-4^^4 3. 5 4 K;p-^-iSAPri> 
CPT->BIA >y <2 0> 

B I A^C P T OK 

C P TA-^UH^ : <^;&/tOP I C^A^L. <A:^> 
bTT^i^ > 

f@A«^-^^y F±-ei 2 3 4>S:A;^b. ^co'ik TM^J ^A:^-r 

CPT^BIA P I N^^^-^J: < 1 2 3 4> 
B I A->C P T OK 



#5iA« 1 >&A/]b. ^(Dr^ <xti> ^Kfi-r^ 

RPT^BIA rtit'yV^^\:=^-\^^mj^^^<l> 

B I A^C P T OK 

RPT^BIA Uv>~X^^fiJD^'TJ; <1> <^^>T^;1'5. 15: 
3 0 : 2 0 P S T> 

B I A^R P T OK 

CPT->BIA Ui^'X^^fiJDMsTi: <2> <1 2 3 4 5 6) 



(172) t^^T 1 1-51 1882 

B I A->C P T OK 

CPTZ-^Utf: <M4 5. 5 4-eJ;ttntf rM-5j ^#LTT 

CPT-BIA M^SS^-ttJ; <4 3. 5 4> 
B I A^C P T OK 

BIA^CPT :7Vl/T-btr b^y^f ^>^3 yg5j<> 

B I A^C P T OK 

C P T^C TV-fey^— -^VPT-Utf h^y-^f'^S^a >'gAl<> 

^^>h-^D PC D P C^m^ffll^T^^fcD P C^cjtl^-r^ 

o 

DPC : /^-r^>< h U >y ^cD^^ijtt^rab. r:^<>>bS^^^ 
D tBt"o ^4024-2256-552 1-1 2 1 2 

D P C : ^^>^-;l'5-eJiffiBctl^$nTl^^'T-^-v>hA^^n— K 

1 2 3 4 5 6^^-t^ctcDm^(mmEm-r^o 

DPC-^VISA <4 0 2 4 - 2 2 5 6 - 5 5 2 1 - 1 2 1 2 4 3 
.5 4 1 2 3 4 5 6^^|^.-t±J;> 

VISAED PC <0K 7?;gSl3— F 4 0 2 4 - 2 2 5 6 - 5 5 2 1 
-1212 43.54 12345 6) 

DPC : ^ij^n- H\ mm9cim^mm'r^o 



(173) 



1 1-51 1882 



C T P T <h^>+f^^>'3 -j-t — iyy 

CPT^B I A iS^^tl^fb^ict <h^>-9'^>'3 >j^^i§^^>y-fe-v'" 

> 

BIA^CPT <0K <m^^tl^^±lcmi:^^o (I am fully 
persuaded of it.) > <7l:|S3— K> > 

zc^f^fHC^o (I am fully persuaded of it.) 
IS ^ n T I ^ ^ I M^ffl # ^ c J; ;g, IE ^ r ^ -fe X CD M ^ L T ?g I ^ Jatt 

oi -r § li;?!] X ^ A ^ o 

*5g0J^j h - ^ >^^cDli^iJ X ^ A 4o cfc 7^ ?4 IS L T ^ tlT I ^ 



aid: 



(174) tf g¥ 1 1-51 1882 

AOD : 

ASCI I : 
ATM: 

B I A : 

/^-f^^ h U ^y ^ : 

h U >y ^ I D : 

h^ibti^mm^ (I R I D-fSA^OteSil D) o 
B I O - P I C -7° : 

^ F U >y ^WyyjVo 

B R T : 

7W4->< F u ^y ; 'JT-'<;w^y^>^"^Dmntc{uHb. 

-1-:^^ F U ^y ^^iitffg^fiaA^ISrf'ott^o F V y ^Siitf 



C B C : 



(175) 



¥f^^ 11-511882 



•y ^m^^ ; D E S (DfcisbODm^it'e- Ko 



CCD: 
C E T : 

-i>'(Dmm^mni^. ^n^mf^icma^^o Bmmm^<DBm^. 
^miom^n^ tn^n^o ^mimm-^ nrmm^n. b i Am^it 

r: T >' K : 

D P CrtT^DM^n^7°o^^~^AX(*-9-y;l/-^>T^D^ 

^x^^^ffL. B I A^'^mLrci^Mf^^^m^ti^^j^^-j't~->^{c 
fiiA^^^s^^tDB I 0-p I c:^xtiL. m^yjomxicm'^yT^iy 

C P T : 

^U— ^T^VX^"!^^^. hU^y^P I NWJijfb^C A T 



c S T 



(176) f^ST 1 1-5 1 18 8 2 

^(D^^(D^^•Avm^^'T^7.v\zm.^'^^^h ( rot ^ft:j 

D E S : 

mm A NSI X3. 92-1981 mMo 
^ili^ nrHfTX f- ^''ft'tc ^ rt y Komio 

D P C : 



D S P : 
D U K P T : 

h-^'y-'f^^i^a ^^cov^TH^OM^LfcM : ^apAN S I / A B A 
X9. 24-1992 #Mo 



(177) 1 1-5 1 18 8 2 

E D D : 



E S D 



EST 



K (sig code) ttt^ic&o mmm^tLX-ry^—^^^yh^ 



FAR (m^^i'fm^m) ■■ 

m *9 X ^ U — > : 
F D D I : 



(178) 



¥f^^^ 1 1-51 1882 



F S : 
F W : 

GM : 

I B D 

I D : 
I M L 

I P T 



■7 r 7 : DPCtcAD. D P C7b^?)tH§ h'^:7^ >y ^ 

mm\-t ^ > ^ - >y h ^ o 



-V>M3— H\ m^Mt(Drcisb(DB I A/W:t^ h U -y ^ P I N^-fV^ 

-^^>y b^f^oTv-x-^Afco^fSL. 7MS/?i:^:/P0#^v-^-vy 



(179) 1 1-5 1 18 8 2 

riiijtij rgijpi^j ifrJ^cDm^t)o 

I T : 

Mf#Sffi}^ ; m7^(DmX(D I B Die^:6^e #MiMMT 

I T T : 

LCD: 
MAC : 

^ .y-fe-S/7Mf.r3- F : 0f^tfb^x>y ^^tAT;l/^';XAo MA C« 
M A CcDlfM^^M^nTl^^i/^;^ ^y ir— >>'Ort§fc{5f^tiE^#^^o A 
NSI X9. 9-1986 #Mo 
MA CM : 

(DMACmro^mt^^Z^^f^^^&O D P CrtcDy-7 h'>xr^S>^n. 

MDM : 

7< >y-t:-v'1I^ft:*v'^a.-;V : B I AK;^3^p>cD. fe^l^fi;B I Am 



(180) 



^¥ 1 1-51 1882 



P F D 



P G L 



P I N 



P I C 



P O S 



MA t mrso:>Myvt)'^ D P C D ^> <y h y — ^ ^ U -r^V >^ ^ JV^i'f^ 

rcibiz.mm^n^o immm^m(DV<u m^i^. tcp/i pv- 

p I N^vp-7°uxh : I B cmm(Dmf^^mW'r^rMcmimm 
{0 A r -j? > h ^^-r ^ r ^ -tr X ^ i?5±-r ^ 7a -?io 

P I No 




(181) 1-5 1 18 8 2 

PPT: 

HIS P O S : B I A ^gft L/cUfg^&M CT® b ^ ^y^^ ~> a > 

RAM : 
R F : 

Wt.^ : 

B I A*^?>D P Cfc^^UTOm^^i^-efeD. D P CJCfSIA^iraL, 

RMD : 

jsl^iT— y Ft"— X : -r— ^-v > F O^lg ii. ^— 7VF7^ 
3— F^>'a-Ci'o 

R P T : 

U-r-;l/P O Sii5^ ; Bf^fb^n/c/W^;^ F U >y ^re]— l4tM^. 

^ A I? ^ f ^ o T ^ -r ^ o 



(182) 1 1-51 1882 

^ >y -tr-yxti 7 T ^ >^ ^ U o 

S F T : 

I ^-rn t 7 T >y ^ X A'^iiii:^ o ^ ^g^T ^ ^ o 

S NM : 

ff (replayattacks) ^IS^ih'^^o 

^W:^^ h U ^y ^•9-^7';l/^mi6. ^5f<>< >y-tr->^^%ff$J?Sct-§/ci6^c 
B I A^f^ffll-^^Mo Ssf<^>y^-i^~f*^(Dtt^|^4oi:tf^tf^Ofci6 



(183) 1 1-51 1882 

n^\ZX^mi(Dmm9\-<D'm^(D^y^-iy (message) o 

V A D : 

MW^mf—^^—Ts : B I AtD)5)TW#^Cim^T. ^^(DB I A (M 
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